SECURING AGGREGATE QUERIES FOR DNA DATABASES

ABSTRACT:
The problem of sharing person-specific genomic sequences without violating the privacy of their data subjects to support large-scale biomedical research. The proposed method builds on the framework proposed by Kantarcioglu et al but, extends the results in a number of ways. One improvement is that our scheme is deterministic, with zero probability of a wrong answer (as opposed to a low probability). We also provide a new operating point in the space-time tradeoff, by offering a scheme that is twice as fast as theirs but uses twice the storage space. This point is motivated by the fact that storage is cheaper than computation in current cloud computing pricing plans. Moreover, our encoding of the data makes it possible for us to handle a richer set of queries than exact matching between the query and each sequence of the database, including: (i) counting the number of matches between the query symbols and a sequence; (ii) logical OR matches where a query symbol is allowed to match a subset of the alphabet thereby making it possible to handle (as a special case) a “not equal to” requirement for a query symbol (e.g., “not a G”); (iii) support for the extended alphabet of nucleotide base codes that encompasses ambiguities in DNA sequences (this happens on the DNA sequence side instead of the query side); (iv) queries that specify the number of occurrences of each kind of symbol in the specified sequence positions (e.g., two ‘A’ and four ‘C’ and one ‘G’ and three ‘T’, occurring in any order in the query-specified sequence positions); (v) a threshold query whose answer is ‘yes’ if the number of matches exceeds a query-specified threshold (e.g., “7 or more matches out of the 15 query-specified positions”). (vi) For all query types we can hide the answers from the decrypting server, so that only the client learns the answer. (vii) In all cases, the client deterministically learns only the query's answer, except for query type (v) where we quantify the (very small) statistical leakage to the client of the actual count.



EXISTING SYSTEM:

This system has brought it now. This is not the case before. All criminal records are stored in a file. To add any new record, record file is used. There are many drawbacks like time consuming, require more man power.

DISADVANTAGES:

· It could be hacked and the information used for alternative purposes
· Information is stored whenever samples are created.
· All criminal records are stored in a file.
· To add any new record, record file is used.




PROPOSED SYSTEM:	

	The framework proposed in where the DNA records coming from several hospitals are encrypted and stored at a data storage. The proposed approach allows exact answers or small error tolerance as practically required by the tests. These results by proposing a variant storage and computation scheme. The proposed protocol is based on a binary storage scheme. DNA information data stored for encrypted data to cloud storage. Secured database DNA information.

ADVANTAGES:

· At the implementation level, we take advantage of GMP modular arithmetic routines to achieve a much faster implementation of the approach, as well as for the new approaches proposed in this paper.
· It helps to keep society safer.
· It easy to find out data storage and retrieving a data.




SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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