EFFICIENT AND PRIVACY-PRESERVING ONLINE FINGERPRINT AUTHENTICATION SCHEME OVER OUTSOURCED DATA

ABSTRACT
With the pervasiveness of mobile devices and the development of biometric technology, biometric identification, which can achieve individual authentication relies on personal biological or behavioral characteristics, has attracted widely considerable interest. However, privacy issues of biometric data bring out increasing concerns due to the highly sensitivity of biometric data. Aiming at this challenge, in this paper, we present a novel privacy-preserving online fingerprint authentication scheme, named e-Finga, over encrypted outsourced data. In the proposed e-Finga scheme, the user’s fingerprint registered in trust authority can be outsourced to different servers with user’s authorization, and secure, accurate and efficient authentication service can be provided without the leakage of fingerprint information. Specifically, an improved homomorphic encryption technology for secure Euclidean distance calculation to achieve an efficient online fingerprint matching algorithm over encrypted FingerCode data in the outsourcing scenarios. Through detailed security analysis, we show that eFinga can resist various security threats. In addition, we implement e-Finga over a workstation with a real fingerprint database, and extensive simulation results demonstrate that the proposed e-Finga scheme can serve efficient and accurate online fingerprint authentication.







EXISTING SYSTEM
In the existing system, homomorphic encryption schemes, as mentioned in are still not practical for arbitrary arithmetic computation over encrypted data due to the so-called bootstrapping that results in increasing computation overhead, and are not suit for online application. Even though searchable encryptions have been widely regarded as standard techniques to secure search over encrypted database, most existing schemes, as discussed in can only support equality test and cannot support more complex arithmetic operations in the fingerprint matching system.

DISADVANTAGE
· It can only support equality test and cannot support more complex arithmetic operations in the fingerprint matching system.












PROPOSED SYSTEM
In the proposed e-Finga is characterized by employing an improved homomorphic encryption technology for secure Euclidean distance calculation under composite order group to protect users’ fingerprint information and the confidentiality of the matching templates with low overhead in computation. Specifically, the main contributions of this paper are threefold.

ADVANTAGE 
· e-Finga scheme provides secure and privacy-preserving online fingerprint authentication service. With e-Finga, the users can access fingerprint authentication service without leaking their sensitive fingerprint data
· The matching templates are encrypted and stored in a trusted authority to ensure the storage security. Besides, the communication packages are encrypted and signed to ensure data security in the transmission.
· The scheme provides the efficient and accurate fingerprint matching service.




SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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