LIGHTWEIGHT AND PRIVACY-PRESERVING DELEGATABLE PROOFS OF STORAGE WITH DATA DYNAMICS IN CLOUD STORAGE
ABSTRACT
Cloud storage has been in widespread use nowadays, which alleviates users’ burden of local data storage. Meanwhile, how to ensure the security and integrity of the outsourced data stored in a cloud storage server has also attracted enormous attention from researchers. Proofs of storage (POS) is the main technique introduced to address this problem. Publicly verifiable POS allowing a third party to verify the data integrity on behalf of the data owner significantly improves the scalability of cloud service. However, most of existing publicly verifiable POS schemes are extremely slow to compute authentication tags for all data blocks due to many expensive group exponentiation operations, even much slower than typical network uploading speed, and thus it becomes the bottleneck of the setup phase of the POS scheme. In this article, we propose a new variant formulation called “Delegatable Proofs of Storage (DPOS)”. Then, we construct a lightweight privacy-preserving DPOS scheme, which on one side is as efficient as private POS schemes, and on the other side can support third party auditor and can switch auditors at any time, close to the functionalities of publicly verifiable POS schemes. Compared to traditional publicly verifiable POS schemes, we speed up the tag generation process by at least several hundred times, without sacrificing efficiency in any other aspect. In addition, we extend our scheme to support fully dynamic operations with high efficiency, reducing the computation of any data update to O(log n) and simultaneously only requiring constant communication costs. We prove that our scheme is sound and privacy preserving against auditor in the standard model. Experimental results verify the efficient performance of our scheme.
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EXISTING SYSTEM
We focus on the first two features—public verifiability and support of data dynamics. As to the former, we observe that most of existing publicly verifiable POS schemes employ expensive operations (e.g. group exponentiation) to generate HVTs for data blocks. Consequently, it is prohibitively expensive to generate HVTs for medium or large-size data files. The naive method that runs an existing private key POS scheme on an input file twice to generate two key pairs and two authentication tags, is unsatisfactory.
DISADVANTAGE
· In some data files could attract too much attention from public, and are audited unnecessarily too frequently by the public, which might actually result in distributed denial of service attack against the cloud storage server












PROPOSED SYSTEM
 To address the issues of existing publicly verifiable POS schemes, we propose a new variant formulation called Delegatable Proofs of Storage (DPOS), which on one hand supports delegation of data auditing task, like publicly verifiable POS schemes, and on the other hand is as efficient as a privately verifiable POS scheme. As an extension of our conference paper , in this article, we design a new approach to enabling fully dynamic operations which include block modification, block insertion, and block deletion.

ADVANTAGE 
· If the data file is encrypted using some semantic-secure cipher, and the POS scheme is applied over the ciphertext, then the privacy-preserving feature of the POS.
· In a POS scheme is supporting dynamic operations, in which data owners may request to modify, insert, or delete data blocks after outsourcing its original data to a cloud server.





SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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