ATTRIBUTE-BASED DATA SHARING SCHEME REVISITED IN
CLOUD COMPUTING

Abstract:
             Ciphertext-policy attribute-based encryption (CPABE) is a very promising encryption technique for secure data sharing in the context of cloud computing. Data owner is allowed to fully control the access policy associated with his data which to be shared. However, CP-ABE is limited to a potential security risk that is known as key escrow problem whereby the secret keys of users have to be issued by a trusted key authority. Besides, most of the existing CP-ABE schemes cannot support attribute with arbitrary state. In this paper, we revisit attribute-based data sharing scheme in order to solve the key escrow issue but also improve the expressiveness of attribute, so that the resulting scheme is more friendly to cloud computing applications. We propose an improved two-party key issuing protocol that can guarantee that neither key authority nor cloud service provider can compromise the whole secret key of a user individually. Moreover, we introduce the concept of attribute with weight, being provided to enhance the expression of attribute, which can not only extend the expression from binary to arbitrary state, but also lighten the complexity of access policy. Therefore, both storage cost and encryption complexity for a ciphertext are relieved. The performance analysis and security proof show that the proposed scheme is able to achieve efficient and secure data sharing in cloud computing.









EXISTING SYSTEM:
                 In Existing System is Ciphertext-policy attribute-based encryption (CP-ABE)has turned to be an important encryption technology to tackle the challenge of secure data sharing. In a CP-ABE, user’s secret key is described by an attribute set, and ciphertext is associated with an access structure. DO is allowed to define access structure over the universe of attributes. A user can decrypt a given ciphertext only if his/her attribute set matches the access structure over the ciphertext. Employing a CP-ABE system directly into a cloud application that may yield some open problems. Firstly, all users’ secret keys need to be issued by a fully trusted key authority (KA). This brings a security risk that is known as key escrow problem. By knowing the secret key of a system user, the KA can decrypt the entire user’s ciphertexts, which stands in total against to the will of the user. Secondly, the expressiveness of attribute set is another concern. As far as we know, most of the existing CP-ABE schemes can only describe binary state over attribute, for example, “1 - satisfying” and “0 - not-satisfying”, but not dealing with arbitrary-state attribute.

DISADVANTAGES: 
· CP-ABE schemes can only describe binary state over attribute.
· CP-ABE is limited to a potential security risk that is known as key escrow problem whereby the secret keys of users have to be issued by a trusted key authority.










PROPOSED SYSTEM:
                             In Proposed System is the weighted attribute is introduced to not only extend attribute expression from binary to arbitrary state, but also to simplify access policy. Thus, the storage cost and encryption cost for a ciphertext can be relieved. We use the following example to further illustrate our approach. Suppose there is a formal structure in university, in which teachers are classified into teaching assistant, lecturer, associated professor and full professor. We distribute the weight of the attribute for each type of the teachers as 1, 2, 3, and 4. Therefore, these attributes can be denoted as “Teacher: 1”, “Teacher: 2”, “Teacher: 3” and “Teacher: 4”, respectively. In this case, they can be denoted by one attribute which has just different weights. In particular, it can be arbitrary state attributes, such as “Teacher: teaching assistant, lecturer, associate professor, full professor”. We here assume that an access policy is represented as: T {(“Lecturer” OR “Associate Professor” OR “Full Professor”) AND “Male”}, and the existing CP-ABE schemes are executed on the form of access policy T . If our proposed scheme is deployed, the T can be simplified as T ′ {“Teacher: 2” AND “Male”}, since the attribute “Teacher: 2” denotes the minimum level in the access policy and includes {“Teacher: 2”, “Teacher: 3” “Teacher: 4”} by default. Therefore, the storage overhead of the corresponding ciphertext and the computational cost used in encryption can be reduced. 

ADVANTAGES:
· The protocol can prevent KA and CSP from knowing each other’s master secret key so that none of them can create the whole secret keys of users individually. Thus, the fully trusted KA can be semi-trusted. Data confidentiality and privacy can be ensured.
· The storage cost of ciphertext and computation complexity in encryption can be reduced.





SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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