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ABSTRACT
Cloud computing enables enterprises and individuals to outsource and share their data. This way, cloud computing eliminates the heavy workload of local information infrastructure. Attribute-based encryption has become a promising solution for encrypted data access control in clouds due to the ability 6 to achieve one-to-many encrypted data sharing. Revocation is a critical requirement for encrypted data access control systems. After outsourcing the encrypted attribute-based ciphertext to the cloud, the data owner may want to revoke some recipients that were authorized previously, which means that the outsourced attribute-based ciphertext needs to be updated to a new one  that is under the revoked policy. The integrity issue arises when the revocation is executed. When a new ciphertext with the  revoked access policy is generated by the cloud server, the data recipient cannot be sure that the newly generated ciphertext  guarantees to be decrypted to the same plaintext as the originally  encrypted data, since the cloud server is provided by a third  party, which is not fully trusted. In this paper, we consider a new security requirement for the revocable attribute-based encryption schemes: integrity. We introduce a formal definition and security model for the revocable attribute-based encryption with data integrity protection (RABE-DI). Then, we propose a concrete RABE-DI scheme and prove its confidentiality and integrity under the defined security model. Finally, we present an implementation result and provide performance evaluation which shows that our scheme is efficient and practical.





EXISTING SYSTEM
Although the existing ABE schemes with ciphertext delegation enable the revocations of access policy for the ABE ciphertext, they cannot protect the data integrity. Hence, we need a secure scheme that ensures data confidentiality as well as data integrity. All of these concerns motivate us to design an attribute-based encryption mechanism.

Disadvantage
1) Achieves revocation from the encrypted attribute-based encryption ciphertext while keeps the data integrity
 2) Does not require unnecessary operations of decryption and re-encryption to the data owner
 3) The data owner is not required to be online during the 94 revocation process.








PROPOSED SYSTEM
In this paper, we propose a revocable ABE scheme with integrity protection, whereby the cloud server can directly revoke an access policy without compromising the security of the original cipher text. Moreover, if the cloud server returns an incorrect revoked cipher text, it will be detected. In order to enable revocation directly from the attribute-based cipher text proposed an ABE that supports dynamic credentials and cipher text delegation. In their scheme, an access policy can be directly revoked from the attribute-based cipher text by a third party. After their work modular cipher  text delegation approach for CP-ABE. An updatable ABE scheme that only supports the AND gate on attributes.

ADVANATGE 
· A critical security requirement during such a revocation process is that the underlying data of the revoked ciphertext should be identical to the original ciphertext.
· when the revocation needs to be executed in ABE, the cloud server leverages the ciphertext delegation method to revoke the access policy for the ciphertext.





SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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