ENHANCING SECURITY OF DATA IN CLOUD STORAGE USING DECENTRALIZED BLOCKCHAIN

ABSTARCT
Nowadays, large amount of data is stored on the cloud which is required to be protected from the unauthorized users. To maintain the privacy and security of data various algorithms are used. The objective of every system is to achieve confidentiality, integrity, availability (CIA). However, the existing centralized cloud storage lacks to provide these CIA properties. So, to enhance the security of data and storing techniques, decentralized cloud storage is used along with blockchain technology. It effectively helps to protect data from tampering or deleting a part of data. The data stored in blockchain is linked to each other by a chain of blocks. Each block has its hash value, which is stored in next block. Thus it reduces the chances of data altering. For this purpose, SHA-512 Hashing algorithm is used. Hashing algorithm is used in many aspects, where the security of data is required such as message digest, password verification, digital certificates and in blockchain. By the combination of these methods and algorithms, data becomes more secure and reliable. However, with the help of various algorithms, the security of the data can be enhanced. Also, Advance Encryption Standard (AES) is used to encrypt and decrypt the data due to the significant features of this algorithm.








EXISTING SYSTEM
In traditional cloud storage where all data is store at only one place called centralized cloud storage, the chances of data security is less as compared to decentralized cloud storage due to owner of centralized cloud could monitor the data and it can be altered or theft. With quick requirement to access data each individual wants to retrieve their data instantly and more securely. For this reason decentralized cloud storage is developed. In decentralized cloud storage data is stored in more than one place, this itself reduce the chances of data reaching to the data stealers. Because data stealers unaware of where the rest of the data is stored, due to this reason decentralized cloud storage is popular and used widely. The main objective of DCS is to provide independent data nodes with security and availability of data.

DISADVANTAGE
· Addition of last round excluding mix-column have no benefit in increasing security, insertion and deletion of it can be no effect on security stated by authors of AES.
· Encryption and Decryption process of thousands of bits require different time because of repetitions of many rounds.









PROPOSED SYSTEM
In the proposed model the data owner store data on cloud server. Cloud server is always remaining an attractive point for intruder to steal the valuable data. For security purpose a key is shared by owner to data user to access that data. To make that data unreadable to intruder AES algorithm is used. So, intruders are not able to steal the data. With the help of hashing algorithm SHA-512 data blocks are linked to each other and if data blocks are found to be missing, we have developed a system which data user is able to know which data block is attacked by the hackers.

[bookmark: _GoBack]ADVANTAGE
· Most of the researchers have noticed that increasing number of rounds will helps in increasing security of data block.
· AES algorithm is developed to work with 32-bits, that’s why it is not work with 64-bit.
· Process of deciphering is slower than the process of enciphering.










SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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