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ABSTRACT
With the ever-increasing amount of data resided in a cloud, how to provide users with secure and practical query services has become the key to improve the quality of cloud services. Fuzzy searchable encryption (FSE) is identified as one of the most promising approaches for enabling secure query services, since it allows searching encrypted data by using keywords with spelling errors. However, existing FSE schemes are far from the practical use for the following reasons: (1) Inflexibility. It is hard for them to simultaneously support AND and OR semantics in a multi-keyword query. (2) Inefficiency. They require sequentially scanning a whole dataset to find matched files, and thus are difficult to apply to a large-scale dataset. (3) Limited robustness. It is difficult for them to resist the linear analysis attack in the known-background model. To fix the above problems, this article proposes matrix-based multi-keyword fuzzy search (M2FS) schemes, which support approximate keyword matching by exploiting the indecomposable property of primes. Specifically, we first present a basic scheme, called M2FS-B, where multiple keywords in a query or a file are constructed as prime-related matrices such that the result of matrix multiplication can be employed to determine the level of matching for different query semantics. Then, we construct an advanced scheme, named M2FS-E, which builds a searchable index as a keyword balanced binary (KBB) tree for dynamic and parallel searches, while adding random noises into a query matrix for enhanced robustness. Extensive analyses and experiments demonstrate the validity of our M2FS schemes.





EXISTING SYSTEM
With the increasing popularity of cloud-based services, consumers are highly motivated to outsource their data and computing services to cloud platforms (e.g., Amazon EC2 and S3, Microsoft Azure, and Google App Engine) for lower costs, higher reliability, and better performance. However, studies and past experience show that cloud platforms may be unreliable, and vulnerable to various threats that cause data leakage intentionally or unwittingly. For security consideration, existing research  suggests encrypting data before outsourcing. The new challenge of service quality is emerging since it is hard for traditional encryption methods (e.g., AES and RSA) to support common cloud services like keyword-based searches.

DISADVANTAGE
· The inverted index was traditionally used for single-keyword searches.
· Most of existing multi-keyword FSE schemes build forward indexes to perform sequential searches on a collection of files, resulting in the search time growing linearly with the total number of files.




PROPOSED SYSTEM

In order to ensure data privacy without invalidating data usability, outsourcing searchable encrypted data to cloud platforms has become a prevalent trend in recent years. As a typical application, a user who has a cloud service account uploads encrypted files to a cloud server, and later she generates an encrypted query (referred to as trapdoor) for certain keywords to retrieve files of interest. With this trapdoor, the cloud server can find all matching files without decryption. The cryptographic tool enabling keyword-based searches over encrypted outsourced data is referred to as searchable encryption. However, most of them handle exact keyword matching, where the misspelling of a query keyword will cause an error result to be returned.

ADVANATGE
· The first one is flexibility. Previous schemes are either focused on conjunctive keyword searches (i.e., AND query semantic), or dedicated to disjunctive keyword searches.
· To speed up the search process, there are two kinds of approaches to design a searchable index, the forward index that establishes keyword lists per file, and the inverted index that builds file lists per keyword.
· Most of existing multi-keyword FSE schemes build forward indexes to perform sequential searches on a collection of files, resulting in the search time growing linearly with the total number of files.






SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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