A SMART CONTRACT BASED ACCESS CONTROL FRAMEWORK FOR CLOUD SMART HEALTHCARE SYSTEM

[bookmark: _GoBack]ABSTRACT
In current healthcare systems, electronic medical records (EMRs) are always located in different hospitals and controlled by a centralized cloud provider. However, it leads to single point of failure as patients being the real owner lose track of their private and sensitive EMRs. Hence, this paper aims to build an access control framework based on smart contract, which is built on the top of distributed ledger (blockchain), to secure the sharing of EMRs among different entities involved in the smart healthcare system. For this, we propose four forms of smart contracts for user verification, access authorization, misbehavior detection, and access revocation respectively. In this framework, considering the block size of ledger and huge amount of patient data, the EMRs are stored in cloud after being encrypted through the cryptographic functions of Elliptic Curve Cryptography (ECC) and Edwards-Curve Digital Signature Algorithm (EdDSA), while their corresponding hashes are packed into blockchain. The performance evaluation based on a private Ethereum system is used to verify the efficiency of proposed access control framework in the real-time smart healthcare system.








EXISTING SYSTEM
Each transaction is cryptographically signed and validated by a consensus mechanism before being added to the block and finally appended to the existing blockchain. It is a decentralized peer-to-peer mechanism that eliminates the need to trust a third party or an intermediary. In a survey conducted by IBM Institute for Business Value, 56% of healthcare executives interviewed are expected to have a marketable blockchain solution at scale sometime by the end of 2020 . Not only businesses but also countries like Estonia take an interest in blockchain-based healthcare, which would allow its residents to access them in real time.

DISADVANTAGE
· With fault tolerance, transparency, and security, blockchain technology promotes distributed resource sharing across the whole network.
· A crucial question is how to effectively achieve a decentralized, distributed, and patient-centric access control in a smart healthcare system.




PROPOSED SYSTEM
We propose a smart contract-based distributed and dynamic access control mechanism that enables patients to be the real owners of their sensitive EMRs and securely share them. Furthermore, our proposed methodology covers the entire medical system scenario, which mainly encompasses three categories of entities: patients, hospitals, and computationally restrained IoT-enabled smart healthcare devices. To avoid congestion and reduce overhead in the blockchain network, we have utilized cloud as storage. In other words, EMRs are encrypted and stored in the cloud at the time of creation, while the index number and hash of the corresponding EMRs are stored in the blockchain. We implement our scheme on a private Ethereum blockchain. The performance and security analysis clearly prove that our access control is efficient for realtime IoT enabled smart healthcare system.
ADVANTAGE
· The sharing of medical data is proposed to access and retrieve digital medical information. 
· To eHealth is useful in the medical field, there are a lot of concerns about the confidentiality and integrity of accessing smart healthcare data.
· Decentralized access control techniques, due to storage of access policies in the cloud, are unable to make the access control policies transparent and secure.






SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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