EFFICIENT PROVABLE OF SECURE KEY  DISTRIBUTION MANAGEMENT


ABSTRACT:

           In distribute the key to both sender and receiver to avoid the hacking of keys. So this architecture will provide high level security. This work presents key distribution to safeguard high level security in large networks, new directions in classical cryptography and symmetric cryptography. Two three-party key distributions, one with implicit user authentication and the other with explicit Trusted centers’ authentication, are proposed to demonstrate the merits of the new combination. The project titled “Efficient provable of secure key distribution management” is designed using Microsoft Visual Studio.Net 2005 as front end and Microsoft SQL Server 2000 as back end which works in .Net framework version 2.0. The coding language used is C# .Net. We authenticated three parties into this project.















EXISTING SYSTEM:

In classical cryptography, three-party key distribution protocols utilize challenge response mechanisms or timestamps to prevent replay attacks. However, challenge response mechanisms require at least two communication rounds between the TC and participants, and the timestamp approach needs the assumption of clock synchronization which is not practical in distributed systems (due to the unpredictable nature of network delays and potential hostile attacks) . Furthermore, classical cryptography cannot detect the existence of passive attacks such as existing.

DISADVANTAGES OF EXISTING SYSTEM:

· By using these shared session keys, secure communication is possible on insecure public networks.
· Public discussions require additional communication rounds between a sender and receiver and cost precious key distribution.
· A legitimate participant cannot ensure that the received session key is correct or fresh and a legitimate participant cannot confirm the identity of the other participant.










PROPOSED SYSTEM:

In hierarchical key distribution cryptography, key distribution protocols (KDPs) employ efficient mechanisms to distribute session keys and public discussions to check for sender to receiver through the trusted center and verify the correctness of a session key. However, public discussions require additional communication rounds between a sender and receiver and cost precious and secure key distribution. By contrast, classical cryptography provides convenient techniques that enable efficient key verification and user authentication.

ADVANTAGES OF PROPOSED SYSTEM:

· Security against such attacks as man-in-the-middle, eavesdropping and replay, 
· Efficiency is improved as the proposed protocols contain the fewest number of communication rounds among existing systems, and 
· Two parties can share and use a long-term secret (repeatedly). To prove the security of the proposed schemes, this work also presents a new primitive called the three parties (trusted center as like administer in assumption).



SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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