PHE: AN EFFICIENT TRAITOR TRACING AND REVOCATION FOR ENCRYPTED FILE SYNCING-AND-SHARING IN CLOUD
ABSTRACT
 Recently, many more enterprises have moved their data into the cloud by using file syncing and sharing (FSS) service, but bring-your-own-device (BYOD) policies and greatly increasing mobile devices have in fact raised a new challenge for preventing the player/decoder abuse in the FSS service. In this paper, we address this issue using a new system model with anomaly detection, tracing and revoking traitors. To implement this model, we present a new threshold cryptosystem, called Partially-ordered Hierarchical Encryption (PHE), which implements the partial-order key hierarchy, similar to role hierarchy in Hierarchical RBAC, in public-key infrastructure. This cryptosystem provides two security mechanisms, traitor tracing and revocation, to support efficient digital forensics. The security and performance analysis shows that our construction is threshold provably secure and has following features: dynamic joining and revoking users, constant-size ciphertexts and decryption keys, lower overloads for large-scale systems.






EXISTING SYSTEM
In existing system, attribute-based encryption (ABE) is also considered as an effective group communication method, but the existing ABE schemes have not yet been able to support the hierarchical structure. One compelling advantage of our key structure is that it could be seamlessly integrated into the existing RBAC systems. Consequently, an RBAC system can directly use the public rolekey to encrypt resources in terms of users’ assigned roles, and then the users owned the senior roles can use their privacykeys to decrypt the encrypted resources. This kind of cryptosystem can be used for secure migrating the resources from existing RBAC systems to cloud. Other potential applications of our solution include email encryption system (EES), privacy preservation for peer-to-peer (P2P) data sharing, and encrypted file system (EFS).










PROPOSED SYSTEM

To encrypted data, a forensic analysis mechanism  should be proposed within cloud environment to guide investigations, which is flexible enough to be able to work with future providers offering new services. There have been some work  focused on this proposal from two aspects of traitor tracing and revocation based on key fingerprint in suspected decryption box. In  the tracing algorithm can still identify at least one particular key (whose holder is called traitor) used for building the suspected decryption device. and then the revocation mechanism might ensure the normal running by revoking the right of the seized traitors.

SYSTEM CONFIGURATION:
[bookmark: _GoBack]HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.




