DATA SECURITY STRATEGY BASED ON ARTIFICIAL IMMUNE
ALGORITHM FOR CLOUD COMPUTING
ABSTRACT:
With the fast development of cloud computing and its wide application, data security plays an important role in cloud computing. This paper brought up a novel data security strategy based on artificial immune algorithm on architecture of HDFS for cloud computing. Firstly, we explained the main factors influence data security in cloud environment. Then we introduce HDFS architecture, data security model and put forward an improved security model for cloud computing. In the third section, artificial immune algorithm related with negative selection and dynamic selection algorithm that adopted in our system and how they applied to cloud computing are depicted in detail. Finally simulations are taken by two steps. Former simulations are carried out to prove the performance of artificial immune algorithm brought up in this paper, the latter simulation are running on Cloudsim platform to testify that data security strategy based on artificial immune algorithm for cloud computing is efficient.









EXISTING SYSTEM:
Cloud computing has more serious data security problem. Data security is aimed at applying technical mechanism to guarantee data management in reasonable control, and guarantee data without illegal visit or revise during data process.
DISADVANTAGES OF PROPOSED SYSTEM:
· Data security of virtual machine is very low.
· In dynamic cloud environment, data migration should be taken into consideration in prior.
· Data management security was major problem.













PROPOSED SYSTEM:
Hadoop is the next open source basic software project of Apache, which gains wide applications nowadays. As basic component of Hadoop, HDFS (hadoop distributed file system) has data redundancy capability in application which could create developments for data security strategy. HDFS is used in large-scale cloud computing in typical distributed file system architecture, its design goal is to run on commercial hardware, due to the support of Google, and the advantages of open source, it has been applied in the basis of cloud facilities. In cloud computing environment, several reasons could threat data security including uncertain cloud network, network node broken down, super-large user visits and data unconsistency. One of the above situations would make data insecure. We maintain data consistency to keep data block on each node addressable. So maintain system consistency is to guarantee viewgraph consistency instead of data addressable on each online node.
ADVANTAGES OF PROPOSED SYSTEM:
· It has been applied in the basis of cloud facilities.
· For HDFS architecture, three potential threats exist in data applications, including four-level structures.
· Number of data block is used for count data block numbers stored in the same physical node site.
· Data block granularity decides the file system efficiency by storing different files.
· We maintain data consistency to keep data block on each node addressable.




[bookmark: _GoBack]SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
1. Processor		-	Intel 3
1. Speed		-           2.5 Ghz
1. RAM		-    	2GB(min)
1. Hard Disk		-   	500 MB
1. Key Board		-    	Standard Windows Keyboard
1. Mouse	           -    	Two or Three Button Mouse
1. Monitor		-    	LCD
SOFTWARE CONFIGURATION:
1. Operating system	-	Windows 7 / 10.
1. Coding Language	-	ASP.Net, C#.Net.
1. Data Base		-	SQL Server 2008
1. Tool		-	VISUAL STUDIO 2010.







