A SYSTEM FOR DENIAL-OF-SERVICE ATTACK DETECTION
BASED ON MULTIVARIATE CORRELATION ANALYSIS

ABSTRACT:
               Interconnected systems, such as Web servers, database servers, cloud computing servers and so on, are now under threads from network attackers. As one of most common and aggressive means, denial-of-service (DoS) attacks cause serious impact on these computing systems. In this paper, we present a DoS attack detection system that uses multivariate correlation analysis (MCA) for accurate network traffic characterization by extracting the geometrical correlations between network traffic features. Our MCA-based DoS attack detection system employs the principle of anomaly based detection in attack recognition. This makes our solution capable of detecting known and unknown DoS attacks effectively by learning the patterns of legitimate network traffic only. Furthermore, a triangle-area-based technique is proposed to enhance and to speed up the process of MCA. The effectiveness of our proposed detection system is evaluated using KDD Cup 99 data set, and the influences of both non-normalized data and normalized data on the performance of the proposed detection system are examined. The results show that our system outperforms two other previously developed state-of-the-art approaches in terms of detection accuracy.








EXISTING SYSTEM:
	In Existing system Misuse-based detection systems detect attacks by monitoring network activities and looking for matches with the existing attack signatures. In spite of having high detection rates to known attacks and low false-positive rates, misuse-based detection systems are easily evaded by any new attacks and even variants of the existing attacks. Furthermore, it is a complicated and labor intensive task to keep signature database updated because signature generation is a manual process and heavily involves network security expertise.
DISADVANTAGE:
· Serious damages to the services running on the victim.
· Network-based detection systems are less complicated than that of host-based detection systems.
· Large amount of alerts produced.

PROPOSED SYSTEM:
                  In the proposed system of an algorithm to discriminate DoS attacks from flash crowds by analyzing the flow correlation coefficient among suspicious flows. A covariance matrix-based approach was designed in mine the multivariate correlation for sequential samples. Although the approach improves detection accuracy, it is vulnerable to attacks that linearly change all monitored features. Proposed a more sophisticated nonpayload-based DoS detection approach using multivariate correlation analysis.
ADVANTAGE:
· Our detection system with capabilities of accurate characterization for traffic behaviors and detection of known and unknown attacks.
· A statistical normalization technique is used to eliminate the bias from the raw data.
· Computational complexity and the time cost.




SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
[bookmark: _GoBack]

