KEY AGGREGATE CRYPTOSYSTEM FOR SCALABLE DATA
SHARING IN CLOUD STORAGE

ABSTRACT:
               Data sharing is an important functionality in cloud storage. In this paper, we show how to securely, efficiently, and flexibly share data with others in cloud storage. We describe new public-key cryptosystems that produce constant-size cipher texts such that efficient delegation of decryption rights for any set of cipher texts is possible. The novelty is that one can aggregate any set of secret keys and make them as compact as a single key, but encompassing the power of all the keys being aggregated. In other words, the secret key holder can release a constant-size aggregate key for flexible choices of cipher text set in cloud storage, but the other encrypted files outside the set remain confidential. This compact aggregate key can be conveniently sent to others or be stored in a smart card with very limited secure storage. We provide formal security analysis of our schemes in the standard model. We also describe other application of our schemes. In particular, our schemes give the first public-key patient-controlled encryption for flexible hierarchy, which was yet to be known.





EXISTING	SYSTEM:

In the Existing system for data privacy, a traditional way to ensure it is to rely on the server to enforce the access control after authentication, which means any unexpected privilege escalation will expose all data. In a shared-tenancy cloud computing environment, things become even worse. Data from different clients can be hosted on separate virtual machines (VMs) but reside on a single physical machine. Data in a target VM could be stolen by instantiating another VM co resident with the target one.
DISADVANTAGE:
· The user is not perfectly happy with trusting the security of the VM or the honesty of the technical staff
· Not efficient and secure

PROPOSED SYSTEM:
        In the proposed system is used to symmetric keys and asymmetric keys. encrypts files with distinct public-keys, but only sends a single (constant-size) decryption key. Since the decryption key should be sent via a secure channel and kept secret, small key size is always desirable. The use of public-key encryption gives more flexibility for our applications

ADVANTAGE:
· The method is encrypts the all files with a single encryption key.
· Shared the number of files and photos and transferring secret key inherently requires a secure channel.
· Storing these keys requires rather expensive secure storage.
· Secure, efficiency and flexibility share data with other in cloud storage.
· Shared encryption key is effectively.
· The current wireless technology, users can access almost all of their files and emails by a mobile phone in any corner of the world.



[bookmark: _GoBack]SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.















