SECURE TEXT TRANSFER USING DIFFIE-HELLMAN KEY EXCHANGE USING CLOUD COMPUTING

ABSTRACT

Security is often cited as one of the most contentious issues in Cloud computing. It is argued that as the Cloud is intended to handle large amounts of data, attackers can be sure of a high pay-off for their activities.. In addition, to benefit from the Economies of scale, the applications and operating systems are homogenized to a few images restricting the variations of products used within the Cloud. Millions of users are surfing the Cloud for various purposes, therefore they need highly safe and persistent services. The future of cloud, especially in expanding the range of applications, involves a much deeper degree of privacy, and authentication. We propose a simple data protection model where data is encrypted using AES and Authenticated by Diffie Hellman algorithm before it is launched in the cloud, thus ensuring data confidentiality and security.






EXISTING SYSTEM

With the tremendous growth of sensitive information on cloud, cloud security is getting more important than even before. The cloud data and services reside in massively scalable data centers and can be accessed everywhere. The growth of the cloud users has unfortunately been accompanied with a growth in malicious activity in the cloud. More and more vulnerabilities are discovered, and nearly every day, new security advisories are published. Millions of users are surfing the Cloud for various purposes, therefore they need highly safe and persistent services. The future of cloud, especially in expanding the range of applications, involves a much deeper degree of privacy, and authentication. We propose a simple data protection model where data is encrypted using Advanced Encryption Standard (AES) before it is launched in the cloud, thus ensuring data confidentiality and security.
DISADVANTAGE
· Storing personal and sensitive information on a third-party storage medium poses serious risks of data theft and data misuse by any person with malicious intent.
· The threat is so humongous that it has dissuaded governments and many other big organizations from migrating their operations on a cloud platform.





PROPOSED SYSETM

User’s data can be made secure in the cloud using encryption. But the question arises that is user’s data actually encrypted when it is stored in the cloud? For example, EMC’s MozyEnterprise does encrypt user’s data whereas AWS S3 does not encrypt user’s data. If CSP does provide encryption, what encryption algorithm is being used? What is the key length? Not all encryption algorithms are created equal. Cryptographically, many algorithms provide insufficient security; especially proprietary algorithms should not be trusted. Most secure data encryption solutions must support all of the major business use cases: full disk encryption, database encryption, file system encryption, distributed storage encryption and even row or column encryption. CSP cannot provide such encryption granularity to each user at each level.

ADVANTAGE
· The user decides to use cloud services and migrate his data on the cloud. 
· User submits his service requirements with CSP’s and chooses provider offering best specified services.
· When migration of data to the chosen CSP happens and in future whenever an application uploads any data on the cloud, the data is encrypted and then sent. 
· The encryption process is done using AES algorithm. 
· Once encrypted, data is uploaded on the cloud 
· Any requests to read the data will happen after it is decrypted on the users end and then plain text data can be read by the requesting application. 


SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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