MODELING AND DETECTION OF FLOODING-BASED DENIAL-OF-SERVICE ATTACK IN WIRELESS AD HOC NETWORK USING BAYESIAN INFERENCE

ABSTRACT:
Wireless ad hoc networks are widely useful in locations where the existing infrastructure is difficult to use, especially during the situations like flood, earthquakes, and other natural or man-made calamities. Lack of centralized management and absence of secure boundaries make these networks vulnerable to various types of attacks. Moreover, the mobile nodes used in these networks have limited computational capability, memory, and battery backup. Flooding-based denial-of-service (DoS) attack, which results in denial of sleep attack, targets the mobile node’s constrained resources which results in excess consumption of battery backup. In SYN flooding-based DoS attack, the attacker sends a large number of spoofed SYN packets which not only overflow the target buffer but also creates network congestion. The present article is divided into three parts: 1) mathematical modeling for SYN traffic in the network using Bayesian inference; 2) proving the equivalence of Bayesian inference with exponential weighted moving average; and 3) developing an efficient algorithm for the detection of SYN flooding attack using Bayesian inference. Based on the comprehensive evaluation using mathematical modeling and simulation, the proposed method can successfully defend any type of flooding-based DoS attack in wireless ad hoc network with higher detection accuracy and extremely lower false detection rate.
.

EXISTING SYSTEM:
In existing, DoS attack detection mechanism suggested for the Internet can be used for attack detection in wireless ad hoc network, but attacker trace back mechanism suggested for Internet is not effective for these networks due to limited resources and computational ability of node. An ATA and cumulative sum (CUSUM) algorithm for the detection of SYN flooding-based DoS attack. Since the threshold is set adaptively based on mean SAR, the ATA misinterprets attack traffic as normal traffic after some samples of attack traffic due to persistent attack which further results in increased false alarm rate and lower accuracy. A mechanism for early detection of SYN flooding attack in mobile ad hoc network (MANET) by monitoring the number of SYN packets, SYN-ACK packets, and final ACK packets exchanged between a node and a multimedia server. The number of half-open connections was calculated by the multimedia server and a decision is made as malicious node if the number of half-open connection is greater than a threshold.
DISADVANTAGES:
· Existing method suffering from higher false alarm rate since legitimate nodes are misdetected as an attacker if the RREQ rate is greater than the computed threshold.
· Lack of centralized management and absence of secure boundaries make these networks vulnerable to various types of attacks.



PROPOSED SYSTEM:
In proposed system, a novel method is proposed for modeling the SYN traffic in the network using Bayesian inference, and the mean of Bayesian inference is used as a metric for SYN arrival rate (SAR) in the incoming traffic which is discussed in Section III. Since exponential weighted moving average (EWMA) is a widely used method for the detection of flooding attack, the proposed article proved the equivalence of mean of Bayesian inference with EWMA using three lemmas. It is proved that EWMA is equivalent to the mean of Bayesian inference for normal traffic as well as for persistent attack traffic. A method to detect the presence of attack in the incoming traffic is addressed in the present article. For normal traffic, mean of Beta distribution is computed for each sample to estimate the normal statistics of mean SAR. So for attack detection, mean of Beta distribution is slightly modified to detect the changes in the incoming traffic. As the number of SYN packets is more than the normal statistics for consecutive samples (indication of anomalous traffic), the computed mean till the last sample of normal traffic is stored. Subsequently, the mean for anomalous traffic was recomputed.
ADVANTAGES:
· It aimed at detecting the loss of beacon messages in multiple collision times in a detection period of length compared to the model-based detector which can only detect loss of exactly one beacon message.
· Successfully defend any type of flooding-based DoS attack in wireless ad hoc network with higher detection accuracy and extremely lower false detection rate.

SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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