SECURE APPROXIMATE STRING MATCHING FOR PRIVACY PRESERVING RECORD LINKAGE
ABSTRACT:
	Real-world applications of record linkage often require matching to be robust in spite of small variations in string fields. For example, two health-care providers should be able to detect a patient in common, even if one record contains a typo or transcription error. In the privacy-preserving setting, however, the problem of approximate string matching has been cast as a trade-off between security and practicality, and the literature has focused mainly on Bloom filter encodings, an approach which can leak significant information about the underlying records. We present a novel public-key construction for secure two party evaluation of threshold functions in restricted domains based on embedding found in the message spaces of additively homomorphic encryption schemes. We use this to construct an efficient two-party protocol for privately computing the threshold Dice coefficient. Relative to the approach of Bloom filter encodings, our proposal offers formal security guarantees and greater matching accuracy. We implement the protocol and demonstrate the feasibility of this approach in linking medium sized patient databases with tens of thousands of records.









EXISTING SYSTEM:
	Solutions to secure approximate matching must account for a potentially staggering number of possible variations, making a naive public-key approach too computationally intensive to be practical in a real-world setting. One popular method for approximate matching is Bloom filter encodings (BFEs). The approach involves parties running strings through a type of locality-preserving hash function in which similar strings produce similar hashes. Data holders send these hashes to a third party linker, who searches for pairs with similar hashes. The main advantage of this approach is speed—the matching algorithm can be run on the hash values directly.
DISADVANTAGES:
· One is that it can only approximate its ideal functionality; matching the similarity of hashes produces errors relative to matching the similarity of the strings outright. 
· Bloom filter encodings are fundamentally incompatible with formal security notions or guarantees.










PROPOSED SYSTEM:
	Bloom filter encodings (BFEs) were proposed as a computationally efficient method for approximate matching based on the original data structure of Bloom. Each Bloom filter is defined by two parties. Each party computes encodings of its respective names and sends the filters to a third-party linker L to be matched. The linker computes the threshold Dice coefficient between each filter’s pair and reports any that exceed the threshold. We propose a solution that fully realizes Functionality using a novel cryptographic construction that homomorphically computes the threshold in a single public-key operation.

ADVANTAGES:
· A novel public-key construction for computing threshold functions in restricted domains based on embedding found in the message spaces of additively homomorphic encryption schemes.
· An efficient protocol for approximate string matching,
· A simulation-based proof of security of the protocol in the honest-but-curious setting,
· Implementation and performance evaluation demonstrating the feasibility of linking patient name databases in the tens of thousands of records.








SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-    	1.1 Ghz
· RAM		-    	1GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	SVGA
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2005
· Tool		-	VISUAL STUDIO 2008.
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