A DATA MINING FRAMEWORK TO PREDICT CYBER ATTACK FOR CYBER SECURITY
ABSTRACT:
Cyber-attacks are exponentially increasing daily with the advancements of technology. Therefore, the detection and prediction of cyber-attacks are very important for every organization that is dealing with sensitive data for business purposes. In this paper, we present a framework on cyber security using a data mining technique to predict cyber-attacks that can be helpful to take proper interventions to reduce the cyber-attacks. The two main components of the framework are the detection and prediction of cyber-attacks. The framework first extracts the patterns related to cyber-attacks from historical data using a J48 decision tree algorithm and then builds a prediction model to predict the future cyber-attacks. We then apply the framework on publicly available cyber security datasets provided by the Canadian Institute of Cybersecurity. In the datasets, several kinds of cyber-attacks are presented including DDoS, Port Scan, Bot, Brute force, SQL Injection, and Heartbleed. The proposed framework correctly detects the cyber-attacks and provides the patterns related to cyber-attacks. The overall accuracy of the proposed prediction model to detect cyber-attacks is around 99%. The extracted patterns of the prediction model on historical data can be applied to predict any future cyber-attacks. The experimental results of the prediction model indicate the superiority of the model to detect any future cyber-attacks.







EXISTING SYSTEM:
         In the Existing system using network-based detection systems can be classified into two main categories, namely misuse based detection systems and anomaly-based detection systems. Misuse-based detection systems detect attacks by monitoring network activities and looking for matches with the existing attack signatures. In spite of having high detection rates to known attacks and low false positive rates, misuse-based detection systems are easily evaded by any new attacks and even variants of the existing attacks
DISADVANTAGE:
· Most existing IDS are optimized to detect attacks with high accuracy. 
· Large amount of alerts produced.
· Less security.


 









PROPOSED SYSTEM:
           In the proposed system using anomaly based detection in attack recognition. This method is capable of detecting known and unknown DoS attacks effectively by learning the patterns of legitimate network traffic only .And the technique is triangle-area-based technique is proposed to enhance and to speed up the process of MCA.
ANOMALY BASED DETECTION MECHANISM:
          It facilitates the detection of any DoS attacks without requiring any attack relevant knowledge.
ADVANTAGE:
· More detection accuracy
· Less false alarm
· Accurate characterization for traffic behaviors and detection of known and unknown attacks respectively.










SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-    	1.1 Ghz
· RAM		-    	1GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	SVGA
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2005
· Tool		-	VISUAL STUDIO 2008.
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