FRAUD DETECTION IN DYNAMIC INTERACTION NETWORK
ABSTRACT
Fraud detection from massive user behaviors is often regarded as to ﬁnd a needle in a haystack. In this paper, we suggest abnormal behavioral patterns can be better revealed if both sequential and interaction behaviors of users can be modeled simultaneously, which however has rarely been addressed in prior work. Along this line, we propose a Collective Sequence and Interaction (COSIN) model, in which the behavioral sequences and interactions between source and target users in a dynamic interaction network are modeled uniformly in a probabilistic graphical model. More speciﬁcally, the sequential schema is modeled with a hierarchical Hidden Markov Model, and meanwhile it is shifted to the interaction schema to generate the interaction counts through Poisson factorization. A hybrid Gibbs-Variational algorithm is then proposed for efﬁcient parameter estimation of the COSIN model. We conduct extensive experiments on both synthetic and real-world telecom datasets in different scales, and the results show that the proposed model outperforms some competitive baseline methods and is scalable. A case is further presented to show the precious explain ability of the model.









EXISTING SYSTEM:
	 Fraudsters can hide easily for the anonymity of the Internet, and the situation becomes even worse in the big data era because fraudulent behaviors are usually blended in the large amount of normal behaviors like a needle in a haystack. For example, telecommunication fraud is an emerging type of fraudulent behaviors (the fraudsters make a large amount of calls in order to induce the callees to transfer money to their accounts through a deceptive story) that are hidden inside the huge volumes of calling records. Similarly, in finance scenarios, money laundering can take place between bank accounts to transform illegal profits of crimes into legitimate assets, and is hard to reveal from the massive bank transferring records. In addition, fraudulent behaviors like shilling attacks can also arise from comments and likes in social networks, product reviews in e-commerce, etc., where we always encounter the extreme data imbalance problem.
DISADVANTAGES:
· The fraudulent users seem concentrated on a small group of popular callees with a rather short interval, these different behavioral patterns, however, cannot be obviously manifested if viewed only from single perspective.
· The biggest issue is they can hide easily for the anonymity of the Internet, and the situation becomes even worse.







PROPOSED SYSTEM:
	In this proposed system, we investigated the fraud detection problem in dynamic interaction network by modeling the sequences and the interactions in a collective probabilistic model COSIN. The proposed COSIN does not directly cope with each calling record between caller and callee, but handles the interaction count between the two parties, which can be viewed as a synergistic effect of the sequential schema of the two parties and the assumption of independence is thus reasonable. The fraud detection problem can be reduced to detecting anomalies in a dynamic interaction network, where each individual has both independent and interactive behaviors driven by sequential and interaction schemas, respectively. Behaviors that deviate from the normal can be recognized as fraudulence.
ADVANTAGES:
· COSIN outperformed other baseline methods in different experimental settings and was capable of capturing the transitional patterns and different modes.
· The model is applicable to various fraud detection scenarios such as review spam detection, money laundering detection where two parties interact dynamically as an interaction network.









SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-    	1.1 Ghz
· RAM		-    	1GB(min)
· Hard Disk		-   	500 GB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	SVGA
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2005
· Tool		-	VISUAL STUDIO 2008.
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