A NOVEL BIOMETRIC INSPIRED ROBUST SECURITY FRAMEWORK FOR MEDICAL IMAGES
ABSTRACT:
	The protection of sensitive and confidential data become a challenging task in the present scenario as more and more digital data is stored and transmitted between the end users. The privacy is vitally necessary in case of medical data, which contains the important information of the patients. In this article, a novel biometric inspired medical encryption technique is proposed based on newly introduced parameterized all phase orthogonal transformation (PR-APBST), singular value and QR decomposition. The proposed technique utilizes the biometrics of the patient/owner to generate a key management system to obtain the parameters involved in the proposed technique. The medical image is then encrypted employing PR-APBST, QR and singular value decomposition and is ready for secure transmission or storage. Finally, a reliable decryption process is employed to reconstruct the original medical image from the encrypted image. The validity and feasibility of the proposed framework have been demonstrated using an extensive experiment on various medical images and security analysis.









EXISTING SYSTEM:
	In existing system, the diagnostics medical images are generally stored and transmitted across several public channels through internet for various applications such as denoising, compression, segmentation and data hiding. However, due to lack of inherent security measures, these medical images may be exposed to the serious threats like illegal manipulation, privacy leakage and data integrity. The conventional encryption techniques are not suitable for the encryption of medical images due to the integral features of the medical images such as high correlation between neighboring pixels and redundancy. The existing technique is falling short to cater the requirements having vulnerability to different malicious attacks and provide a lower degree of security. In general, the security of an encryption technique is mainly depending on the associated keys such that if these keys are copied or stolen then unauthorized entity can access the data. 

DISADVANTAGE OF EXISTING SYSTEM:
· The degree of security in existing encryption technique is much lower and leads to data loss which makes system vulnerable.
· If the keys are destroyed or corrupted then accessing the data would not be possible and hence the key management associated with security framework must be secure and untraceable.







PROPOSED SYSTEM:
	A novel image encryption technique is proposed to secure the medical images based on the biometrics characteristics, parameterized all phase bi-orthogonal sine transformation, SVD and QR decomposition. This approach introduces an efficient key management system utilizing biometrics features of the patient. Further, a new transform, namely, parameterized all phase bi-orthogonal sine transformation (PR-APBST) is proposed and used for encryption purposes. In this work, fingerprint biometric is selected to acquaint key management system as it is one of the oldest and widely practiced amongst all biometrics.
ADVANTAGE OF PROPOSED SYSTEM:
· Fingerprint has excellent statistical properties among all biometrics. The fingerprint essentially represents the pattern consisting of dark lines of ridges and valley along with white lines on top of the finger.
· Each fingerprint can be recognized using a set of special point usually called minutiae, which essentially describes the distinctive feature in the form of location and direction.
· The ridges patterns are robust and are not affected by diseases. The overall quality of ridges remains unchanged throughout the life makes fingerprints a noble biometric.









SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-    	1.1 Ghz
· RAM		-    	1GB(min)
· Hard Disk		-   	500 GB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	SVGA
SOFTWARE CONFIGURATION:
· [bookmark: _GoBack]Operating system	-	Windows 7/10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2005
· Tool		-	VISUAL STUDIO 2008.
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