SECURITY EVALUATION OF PATTERN CLASSIFIERS UNDER ATTACK
ABSTRACT:

Pattern classification systems are commonly used in adversarial applications, like biometric authentication, network intrusion detection, and spam filtering, in which data can be purposely manipulated by humans to undermine their operation. As this adversarial scenario is not taken into account by classical design methods, pattern classification systems may exhibit vulnerabilities, whose exploitation may severely affect their performance, and consequently limit their practical utility. Extending pattern classification theory and design methods to adversarial settings is thus a novel and very relevant research direction, which has not yet been pursued in a systematic way. In this paper, we address one of the main open issues: evaluating at design phase the security of pattern classifiers, namely, the performance degradation under potential attacks they may incur during operation. We propose a framework for empirical evaluation of classifier security that formalizes and generalizes the main ideas proposed in the literature, and give examples of its use in three real applications. Reported results show that security evaluation can provide a more complete understanding of the classifier’s behavior in adversarial environments, and lead to better design choices.
EXISTING SYSTEM:

Pattern classification systems based on classical theory and design methods do not take into account adversarial settings; they exhibit vulnerabilities to several potential attacks allowing adversaries to undermine their effectiveness. A systematic and unified treatment of this issue is thus needed to allow the trusted adoption of pattern classifiers in adversarial environments, starting from the theoretical foundations up to novel design methods, extending the classical design cycle.
DISADVANTAGES OF EXISTING SYSTEM:
· Although this emerging field is attracting growing interest the above issues have only been sparsely addressed under different perspectives and to a limited extent.
· They do not yet provide practical guidelines and tools for designers of pattern recognition systems.
· Developing novel methods to assess classifier security against these attacks, which is a not possible using classical performance evaluation method.

PROPOSED SYSTEM:
We propose a model of the data distribution that can formally characterize this behavior, and that allows us to take into account a large number of potential attacks; we also propose an algorithm for the generation of training and testing sets to be used for security evaluation, which can naturally accommodate application-specific and heuristic techniques for simulating attacks.
ADVANTAGES OF PROPOSED SYSTEM:
· To provide practical guidelines for simulating realistic attack scenarios, we define a general model of the adversary, in terms of her goal, knowledge, and capability, which encompasses and generalizes models proposed in previous work.

· potential attacks through a what-if analysis; this allows one to develop suitable countermeasures before the attack actually occurs, according to the principle of security by design
·   The presence of carefully targeted attacks may affect the distribution of training and testing data separately.
· We discuss how the classical design cycle of pattern classifiers should be revised to take security into account
·  Analyzing the vulnerabilities of classification algorithms, and the corresponding attacks developing novel design methods to guarantee classifier security in adversarial environments
SYSTEM SPECIFICATION:

Software Requirements

· Operating system
            :    Windows 07& XP 

· Front End
             :    Visual Studio 2008, ASP.net, C#

· Backend
            :     SQL Server 2005

Hardware Requirements:

· Processor


:    Pentium –III

· Speed                                
:    1.1 GHz

· RAM                                 
:    256 MB(min)

· Hard Disk                          
:   20 GB

· Floppy Drive                     
:    1.44 MB

· Key Board                         
:    Standard Windows Keyboard

· Mouse                                
:    Two or Three Button Mouse

MODULES DESCRIPTION:
 BIOMETRIC AUTHENTICATION:
In this module user authenticate through biometric finger prints. If the user is an authorized one then user to create profile and securely use their files. To transfer data or information securely through network without any attack. 

BLOCKING:


In this module most email accounts receive lots of unsolicited email. While you can easily delete unwanted email, spam is an annoyance to many people. Much spam has a specific pattern that can be automatically blocked. For example, email subject lines with a trailing number shifted far off to the right are usually spam. Also, for me, email subject lines with non-ASCII encodings are often spam. 
ADVERSARY AND CLSSIFIER
The adversary aims at maximizing the percentage of spam emails misclassified as legitimate, which is an indiscriminate integrity violation. The adversary is assumed to have perfect knowledge of the classifier, i.e. the feature set, the kind of decision function, and its parameters (the weight assigned to each feature and the decision threshold). Assumptions on the knowledge of the training data and feedback from the classifier are not relevant in this case, as they do not provide any additional information.
THE ARMS RACE IN ADVERSARIAL CLASSIFICATION
Security problems often lead to a reactive arms race between the adversary and the classifier designer. At each step, the adversary analyzes the classifier defenses, and develops an attack strategy to overcome them. The designer reacts by analyzing the novel attack samples, and, if required, updates the classifier; typically, by retraining it on the new collected samples, and/or adding features that can detect the novel attacks. Examples of this arms race can be observed in spam filtering and malware detection, where it has led to a considerable increase in the variability and sophistication of attacks and countermeasures.
PROFILE MATCHING BASED BLOCKING:

In this module mail has been blocked based on the profile matching based blocking. In this profile matching based blocking to block the mail to compare with some already blocked user profile based matching.
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USECASE DIAGRAM
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CLASS DIAGRAM:
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SEQUENTIAL DIAGRAM:
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ER-DIAGRAM:
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