PRIVACY-PRESERVING OUTSOURCED ASSOCIATION RULE
MINING ON VERTICALLY PARTITIONED DATABASES

Abstract:
                   Association rule mining and frequent item set mining are two popular and widely studied data analysis techniques for a range of applications. In this paper, we focus on privacy preserving mining on vertically partitioned databases. In such a scenario, data owners wish to learn the association rules or frequent item sets from a collective dataset, and disclose as little information about their (sensitive) raw data as possible to other data owners and third parties. To ensure data privacy, we design an efficient homomorphic encryption scheme and a secure comparison scheme. We then propose a cloud-aided frequent items et mining solution, which is used to build an association rule mining solution. Our solutions are designed for outsourced databases that allow multiple data owners to efficiently share their data securely without compromising on data privacy. Our solutions leak less information about the raw data than most existing solutions. In comparison to the only known solution achieving a similar privacy level as our proposed solutions, the performance of our proposed solutions is 3 to 5 orders of magnitude higher. Based on our experiment findings using different parameters and datasets, we demonstrate that the run time in each of our solutions is only one order higher than that in the best non-privacy-preserving data mining algorithms. Since both data and computing work are outsourced to the cloud servers, the resource consumption at the data owner end is very low.










Existing System:
                           The existing system a number of privacy-preserving mining solutions have been proposed in recent times. In their settings, there are multiple data owners wishing to learn association rules or frequent item sets from their joint data. However, the data owners are not willing to send their raw data to a central site due to privacy concerns. If each data owner has one or more rows (i.e. transactions) in the joint database, we say that the database is horizontally partitioned. If each data owner has one or more columns in the joint database, the database is considered vertically partitioned. Frequent item set mining and association rule mining, two widely used data analysis techniques, are generally used for discovering frequently co-occurring data items and interesting association relationships between data items respectively in large transaction databases. These two techniques have been employed in applications such as market basket analysis health care web usage mining bioinformatics and prediction.

Disadvantages:
· Classic frequent item set mining and association rule mining algorithms, such as Apriori Eclat and FP-growth were designed for a centralized database setting where the raw data is stored in the central site for mining. Privacy concerns were not considered in this setting.
· The data owners are not willing to send their raw data to a central site due to privacy concerns.











Proposed System:
                          The proposed system is a cloud-aided privacy-preserving frequent item set mining solution for vertically partitioned databases, which is then used to build a privacy-preserving association rule mining solution. Both solutions are designed for applications where data owners have a high level of privacy requirement. The solutions are also suitable for data owners looking to outsource data storage – i.e. data owners can outsource their encrypted data and mining task to a semi trusted (i.e. curious but honest) cloud in a privacy-preserving manner. To the best of our knowledge, this is the first work on outsourced association rule mining and frequent item set mining for vertically partitioned databases. The key underlying techniques in our solutions are an efficient homomorphic encryption scheme and a secure outsourced comparison scheme. Our solution is significantly more efficient due to our customized homomorphic encryption scheme. The proposed schemes are designed for the data mining solutions outlined in this paper, but they can potentially be adopted in a wide range of secure computation applications.

Advantages:
· A cloud-aided privacy-preserving frequent item set mining solution for vertically partitioned databases, which is then used to build a privacy-preserving association rule mining solution.
· The solutions are also suitable for data owners looking to outsource data storage – i.e. data owners can outsource their encrypted data and mining task to a semi trusted (i.e. curious but honest) cloud in a privacy-preserving manner.









SYSTEM SPECIFICATION

Software Requirements:

· Operating system            -     Windows 7 Ultimate.
· Coding Language	          -     ASP.Net with C#
· Front-End		          -     Visual Studio 2010 Professional.
· Data Base		          -     SQL Server 2008.


Hardware Requirements:
1. Processor		-	Intel Pentium Dual Core
1. Speed		-    	533 MHz to 800 MH.
1. RAM		-    	512MB
1. Hard Disk		-   	50 GB
1. Key Board		-    	Standard Windows Keyboard
1. Mouse	           	-    	Two or Three Button Mouse
1. Monitor	           -    	SVGA










