Text File Hiding In Audio Files Using Low Bit Encoding Steganography.

Abstract

Steganography is the practice of hiding private or sensitive information within something that appears to be nothing out of the usual. Steganography is often confused with cryptology because the two are similar in the way that they both are used to protect important information. The difference between the two is that Steganography involves hiding information so it appears that no information is hidden at all. If a person or persons views the object that the information is hidden inside of he or she will have no idea that there is any hidden information, therefore the person will not attempt to decrypt the information. 

Steganography in the modern day sense of the word usually refers to information or a file that has been concealed inside a digital Picture, Video or Audio file. What Steganography essentially does is exploit human perception, human senses are not trained to look for files that have information hidden inside of them, although there are programs available that can do what is called Steganalysis (Detecting use of Steganography.) 

The most common use of Steganography is to hide a file inside another file. When information or a file is hidden inside a carrier file, the data is usually encrypted with a password.



Existing System

· When files are created there are usually some bytes in the file that aren't really needed, or at least aren't that important. These areas of the file can be replaced with the information that is to be hidden, without significantly altering the file or damaging it.
· Injection is quite a simple method which simply involves directly injecting the secret information into the carrier file. The main problem with this method is that it can significantly increase the size of the carrier file.
· In cryptography, the individuals perceive the information by considering the implied information but they will not be able to realize the information.
· Steganography become more important as more people join the cyberspace revolution.
· Military communications system make increasing use of traffic security technique which, rather than merely concealing the content of a message using encryption, seek to conceal its sender, its receiver or its very existence.
Disadvantages:
· It can significantly increase the size of the carrier file.
· Existing system will not be able to realize the information.
· The file can be replaced with the information that is to be hidden, without significantly altering the file or damaging it.




Proposed System

· [bookmark: _GoBack]The main goal of steganography is to communicate securely in a completely undetectable manner and to avoid drawing suspicion to the transmission of a hidden data .It is not to keep others from knowing the hidden information, but it is to keep others from thinking that the information even exists.
· The main aim of steganography is to hide information in the other wrap media so that other persons will not observe the existence of the information.
· When hiding information inside Audio files the technique usually used is low bit encoding which is somewhat similar to LSB that is generally used in Images.
· When only a small amount of information is hidden inside of video it generally isn’t noticeable at all, however the more information that is hidden the more noticeable it will become.

Advantages:
· The advantage of using video files in hiding information is to be added security against hacker attacks due to the relative complexity of video compared to image files and audio files.
· Other persons will not observe the existence of the information.


SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:
1. Operating system	            :    Windows 07& 10
1. Front End	             :    Visual Studio 2010, ASP.net, C#
1. Backend	            :    SQL Server 2008R2
HARDWARE REQUIREMENTS:
1. Processor			:   Intel Dual core
1. Speed                                	:    2.5 GHz
1. RAM                                 	:    2GB 
1. Hard Disk                          	:   500 GB
1. Floppy Drive                     	:    1.44 MB
1. Key Board                         	:    Standard Windows Keyboard
1. Mouse                             	:    Two or Three Button Mouse


