DISCLOSE MORE AND RISK LESS PRIVACY PRESERVING ONLINE SOCIAL NETWORK DATA SHARING

ABSTRACT
  Many third-party services and applications have integrated the login services of popular Online Social Networks, such as Facebook and Google+, and acquired user information to enrich their services by requesting user’s permission. Although users can control the information disclosed to the third parties in a certain granularity, there are still serious privacy risks due to the inference attack. Even if users conceal their sensitive information, attackers can infer their secrets by exploiting the correlations among private and public information with background knowledge. To defend against such attacks, we formulate the social network data sharing problem through an optimization-based approach, which maximizes the users’ self-disclosure utility while preserving their privacy. We propose two privacy-preserving social network data sharing methods to counter the inference attack. One is the efficiency-based privacy-preserving disclosure algorithm (EPPD) targeting the high utility, and the other is to convert the original problem into a multi-dimensional knapsack problem (d-KP) using greedy heuristics with a low computational complexity. We use real-world social network datasets to evaluate the performance. From the results, the proposed methods achieve a better performance when compared with the existing ones.











EXISTING SYSTEM:

We first formulate the privacy-preserving online social network data sharing problem as a knapsack like problem, and then propose two social network data disclosure methods, an efficiency-based privacy-preserving disclosure (EPPD) algorithm and a multi-dimensional knapsack problem (d-KP) simplification based method, respectively.

DISADVANTAGES:

· Attackers easily penetrate through it.
· To establish the privacy protection model, we need to quantify, evaluate and make a trade-off between the extent of self disclosure and privacy leakage

PROPOSED SYSTEM:

In this paper, we assume that the adversary has almost the same dataset as the host social network service, which means that the adversary has the identical topology of the social-attribute network as the original one. In addition, we make some specific assumptions for the privacy inference attack via public attributes and social relations, respectively.

 ADVANTAGES:

· We reviewed various social network analysis measures and link mining techniques then we derived their associated privacy threats.
· It is therefore up to social network sites to provide their users with a variety of support tools that align with users’ perceptions of privacy such as enhanced secure online data storage, and media preservation solutions.




SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:
1. Operating system	            :    Windows 07& 10
1. Front End	             :    Visual Studio 2010, ASP.net, C#
1. Backend	            :    SQL Server 2008R2
HARDWARE REQUIREMENTS:
1. Processor			:   Pentium Dual core
1. Speed                                	:    2.5 GHz
1. RAM                                 	:    2GB 
1. Hard Disk                          	:   20 GB
1. Floppy Drive                     	:    1.44 MB
1. Key Board                         	:    Standard Windows Keyboard
1. Mouse                             	:    Two or Three Button Mouse


