ENFORCING SECURE AND PRIVACY-PRESERVING INFORMATION BROKERING IN DISTRIBUTED INFORMATION SHARING
ABSTRACT:
Today’s organizations raise an increasing need for information sharing via on-demand access. Information brokering systems (ibss) have been proposed to connect large-scale loosely federated data sources via a brokering overlay, in which the brokers make routing decisions to direct client queries to the requested data servers. Many existing ibss assume that brokers are trusted and thus only adopt server-side access control for data confidentiality. However, privacy of data location and data consumer can still be inferred from metadata (such as query and access control rules) exchanged within the IBS, but little attention has been put on its protection. In this paper, we propose a novel approach to preserve privacy of multiple stakeholders involved in the information brokering process. We are among the first to formally define two privacy attacks, namely attribute-correlation attack and inference attack, and propose two countermeasure schemes automaton segmentation and query segment encryption to securely share the routing decision-making responsibility among a selected set of brokering servers. With comprehensive security analysis and experimental results, we show that our approach seamlessly integrates security enforcement with query routing to provide system-wide security with insignificant overhead.









EXISTING SYSTEM:
Most of the existing systems work on two extremes of the spectrum, adopting either the query-answering model to establish pair-wise client-server connections for on-demand information access, where peers are fully autonomous but there lacks system wide coordination, or the distributed database model, where all peers with little autonomy are managed by a unified DBMS.
 DISADVANTAGES OF EXISTING SYSTEM:
· Many existing ibss assume that brokers are trusted and thus only adopt server-side access control for data confidentiality.
· However, privacy of data location and data consumer can still be inferred from metadata (such as query and access control rules) exchanged within the IBS, but little attention has been put on its protection.
PROPOSED SYSTEM:
In this article, we present a general solution to the privacy- preserving information sharing problem. First, to address the need for privacy protection, we propose a novel IBS, namely Privacy Preserving Information Brokering (PPIB). It is an overlay infrastructure consisting of two types of brokering components, brokers and coordinators. The brokers, acting as mix anonymizer, are mainly responsible for user authentication and query forwarding. The coordinators, concatenated in a tree structure, enforce access control and query routing based on the embedded nondeterministic finite automata—the query brokering automata. To prevent curious or corrupted coordinators from inferring private information, we design two novel schemes to segment the query brokering automata and encrypt corresponding query segments so that routing decision making is decoupled into multiple correlated tasks for a set of collaborative coordinators. While providing integrated in-network access control and content-based query routing, the proposed IBS also ensures that a curious or corrupted coordinator is not capable to collect enough information to infer privacy, such as “which data is being queried”, “where certain data is located”, or “what are the access control policies”, etc. Experimental results show that PPIB provides comprehensive privacy protection for on-demand information brokering, with insignificant overhead and very good scalability.
ADVANTAGES OF PROPOSED SYSTEM:
· In a typical information brokering scenario, there are three types of stakeholders, namely data owners, data providers, and data requestor. Each stakeholder has its own privacy the privacy of a data owner is the identifiable data and sensitive or personal information carried by this data.\
· we propose a novel approach to preserve privacy of multiple stakeholders involved in the information brokering process
· In propose two countermeasure schemes automaton segmentation and query segment encryption to securely share the routing decision-making responsibility among a selected set of brokering servers. 
ARCHITECTURE: (Architecture of PPIB).
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SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Pentium –IV
· Speed			-    	1.1 Ghz
· RAM			-    	256 MB(min)
· Hard Disk		-   	20 GB
· Key Board		-    	Standard Windows Keyboard
· Mouse	            	-    	Two or Three Button Mouse
· Monitor		           -    	SVGA
SOFTWARE CONFIGURATION:
· Operating system	-	Windows XP.
· Coding Language	-	ASP.Net,C#.Net.
· Data Base		-	SQL Server 2005
· Tool			-	VISUAL STUDIO 2008.
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