COOPERATIVE QUERY ANSWER AUTHENTICATION
SCHEME OVER ANONYMOUS SENSING DATA

Abstract:
	In cloud service over crowd-sensing data, the data owner (DO) publishes the sensing data through the cloud server, so that the user can obtain the information of interest on demand. But the cloud service providers (CSP) are often untrustworthy. The privacy and security concerns emerge over the authenticity of the query answer and the leakage of the DO identity. To solve these issues,  many researchers study the query answer authentication scheme for cloud service system. The traditional technique is providing DO’s signature for the published data. But the signature would always reveal DO’s identity. To deal with this disadvantage, this paper proposes a cooperative query answer authentication scheme, based on the ring signature, the Merkle hash tree (MHT) and the non-repudiable service protocol. Through the cooperation among the entities in cloud service system, the proposed scheme could not only verify the query answer but also protect the DO’s identity. First, it picks up the internal nodes of MHT to sign, as well as the root node. Thus, the verification computation complexity could be significantly reduced from  O(log2N) to O(log2N0:5) in the best case. Then it improves an existing ring signature to sign the selected nodes. Furthermore, the proposed scheme employs the non-repudiation protocol during the transmission of query answer and verification object (VO) to protect trading behavior between the CSP and users. The security and performance analysis prove the security and feasibility of the proposed scheme. Extensive experimental results demonstrate its superiority of verification efficiency and communication overhead.


 


EXISTING SYSTEM:
	The existing research works can not satisfy the aforementioned requirements simultaneously. Moreover, the existing research scenarios are far away from the above big-data environment based on crowd-sensing: multiple DOs with anonymity requirement, a very complicated user base who may be dishonest, and an untrustworthy CSP. Furthermore, the anonymity requirement of DO conflicts with the trustiness authentication for data sources. Hence, the challenge is how to satisfy the aforementioned security and privacy requirements simultaneously, in such a complex cloud service environment.

DISADVANTAGES: 
· Existing ring signature to sign the selected nodes.
· Existing anonymous methods include generalization, suppression, clustering, microaggregation, anatomy, permutation and so on. 
· In the above data publishing techniques, there is a common request that the data publisher must be trusted. 
· As we all know, it cannot be guaranteed in cloud environment, since the CSP plays the role of data publisher.  


PROPOSED SYSTEM:
To overcome the challenges above, we propose a novel cooperative query answer authentication scheme. The DO, CSP and users collaboratively store, search and verify the data. In the proposed scheme, we make the following contributions:
1) We select some internal nodes and root node of MHT as key nodes (KN). The KNs account for [image: ]of the total data records, which greatly reduces the computational and storage overhead, thereby improves the verification efficiency.
2) We adapt the linkable ring signature scheme to sign the KNs. It’s worth noting that this step paves the perfect way for anonymous authentication.
3) We construct a non-repudiation protocol based on verification object (VO) to protect the secure interaction between the CSP and the user.
As we all know, it cannot be guaranteed in cloud environment, since the CSP plays the role of data publisher. So Moreover, the trustiness of data source is well guaranteed. if applying the ring signature scheme directly, DO needs to sign all the data records one by one. It is prohibitively impractical when facing the crowd-sensing data in cloud environment.  


ADVANTAGES:
· It improves an existing ring signature to sign the selected nodes.
· We implement the proposed scheme and evaluate the performance over multiple groups of random data.
· We introduce ring signature scheme. It is good at cutting off the correlation between the data and the data signer (i.e., DO).
· Using a ring signature scheme.


SYSTEM SPECIFICATION
Software Requirements:

· Operating system		-	Windows 7/8.
· Coding Language		-	ASP.Net with C#
· Front-End			-	Visual Studio 2010 Professional.
· Data Base			-	SQL Server 2008.


Hardware Requirements:
1. Processor		-	Intel Pentium
1. RAM		-    	1 GB
1. Hard Disk		-   	50 GB
1. Key Board		-    	Standard Windows Keyboard
1. Mouse	           	-    	Optical Mouse
1. Monitor	           -    	VGA
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