Cipher X-ray: Exposing Cryptographic Operations and
Transient Secrets from Monitored Binary Execution

[bookmark: _GoBack]Abstract:
Now a day’s Malwares are becoming increasingly stealthy, more and more malwares are using cryptographic algorithms to protect themselves from being analyzed. To enable more effective malware analysis, forensics and reverse engineering, we have developed CipherXRay – a novel binary analysis framework that can automatically identify and recover the cryptographic operations and transient secrets from the execution of potentially obfuscated binary executables. Based on the avalanche effect of cryptographic functions, CipherXRay is able to accurately pinpoint the boundary of cryptographic operation and recover truly transient cryptographic secrets that only exist in memory for one instant in between multiple nested cryptographic operations. In Existing mechanism not fully detect the malwares. Our proposed method CipherXRay can further identify certain operation modes of the identified block cipher and tell whether the identified block cipher operation is encryption or decryption in certain cases.










Existing System:
In Existing instruction profiling and signature based binary analysis approaches tend to think multiple rounds of cryptographic operations  as one big cryptographic operation thus they are not able to recover the transient secrets in between multiple rounds of cryptographic operations. To the best of our knowledge, no existing binary analysis could accurately pinpoint the boundary between multiple rounds of cryptographic operations and recover truly transient cryptographic secrets from the execution of a given binary executable.

Disadvantages:
· Multiple round of big cryptographic operation.
· They are not able to recover the transient secrets.












Proposed System:
In proposed system present a CipherXRay – a novel binary analysis framework that can accurately pinpoint the boundary of individual cryptographic operation from multiple rounds of cryptographic operations and recover truly transient secrets from the execution of a potentially obfuscated binary executable. Instead of using instruction profiling, we build CipherXRay upon one of the defining characteristics of all (good) cryptographic algorithms – the avalanche effect, which refers to the desired property of cryptographic function such that one bit change in the input or key would cause significant change in the output.
Advantages:
· It can accurately pinpoint the location, size and boundary of the input.
· It is quite generic in that it is not dependent on specific implementation.













SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:
· Operating system	            :    Windows 07& XP 
· Front End	             :    Visual Studio 2008,2010, ASP.net, C#
· Backend	            :    SQL Server 2005, 2008R2
HARDWARE REQUIREMENTS:
· Processor			:   Pentium Dual core
· Speed                                	:    1.1 GHz
· RAM                                 	:    1GB 
· Hard Disk                          	:   20 GB
· Floppy Drive                     	:    1.44 MB
· Key Board                         	:    Standard Windows Keyboard
· Mouse                                	:    Two or Three Button Mouse

