

SYBIL DEFENDER: A DEFENSE MECHANISM FOR SYBIL ATTACKS IN LARGE SOCIAL NETWORKS
ABSTRACT:
Distributed systems without trusted identities are particularly vulnerable to sybil attacks, where an adversary creates multiple bogus identities to compromise the running of the system. This paper presents SybilDefender, a sybil defense mechanism that leverages the network topologies to defend against sybil attacks in social networks. Based on performing a limited number of random walks within the social graphs, SybilDefender is efficient and scalable to large social networks. Our experiments on two 3,000,000 node real-world social topologies show that SybilDefender outperforms the state of the art by more than 10 times in both accuracy and running time. 
SybilDefender can effectively identify the Sybil nodes and detect the sybil community around a sybil node, even when the number of sybil nodes introduced by each attack edge is close to the theoretically detectable lower bound. Besides, we propose two approaches to limiting the number of attack edges in online social networks. The survey results of our Facebook application show that the assumption made by previous work that all the relationships in social networks are trusted does not apply to online social networks, and it is feasible to limit the number of attack edges in online social networks by relationship rating.








EXISTING SYSTEM:
Distributed systems are vulnerable to Sybil attacks , in which an adversary creates many bogus identities, called Sybil identities, and compromises the running of the system or pollutes the system with fake information. The Sybil identities can “suppress” the honest identities in a variety of tasks, including online content ranking, DHT routing, file sharing, reputation systems, and Byzantine failure defenses.
In Existing system the number of links between the sybil nodes and the honest nodes, also known as attack edges, is limited. As a result, although an adversary can create many sybil nodes and link them in an arbitrary way, there will be a small cut between the honest region and the sybil region. The small cut consists of all the attack edges and its removal disconnects the sybil nodes from the rest of the graph, which is leveraged by previous schemes to identify the sybil nodes.
DISADVANTAGES OF EXISTING SYSTEM:
Sybil attacks can be mitigated by assuming the existence of a trusted authority, which can rate-limit the introduction of fake identities by requiring the users to provide some credentials, like social security number, or by requiring payment.
In online social networks have gained great popularity and are among the most frequently visited sites on the Web. The large sizes of these networks require that any scheme aiming to defend against sybil attacks in online social networks should be efficient and scalable.
 In existing schemes can achieve good performance on a very small network sample, but their algorithms are computationally intensive and cannot scale to networks with millions of nodes.
 For the schemes that performed evaluation on million-node samples of online social networks, Sybil Guard  admits sybil nodes per attack edge, where n is the number of honest nodes; Sybil Limit improves over Sybil Guard by accepting O(log n) sybil nodes per attack edge, but it is still away from the theoretical lower bound by a log n factor. 

PROPOSED SYSTEM:
We propose SybilDefender, a centralized Sybil defense mechanism. It consists of a sybil identification algorithm to identify sybil nodes, a sybil community detection algorithm to detect the sybil community surrounding a sybil node, and two approaches to limiting the number of attack edges in online social networks. Our scheme is based on the observation that a sybil node must go through a small cut in the social graph to reach the honest region. An honest node, on the contrary, is not restricted. Now if we start from a sybil node to do random walks, the random walks tend to stay within the sybil region.
ADVANTAGES OF PROPOSED SYSTEM:
We evaluate SybilDefender using two large-scale social network samples from Orkut and Facebook, respectively. The results show that the performance of our Sybil identification algorithm approaches the theoretical bound, and it outperforms SybilLimit, the state of the art Sybil defense mechanism that applies to large social networks, by more than 10 times in both accuracy and running time. In addition, our sybil community detection algorithm can effectively detect the Sybil community around a Sybil node with short running time. • 
We propose two practical techniques to limit the number of attack edges in online social networks, and develop a social network application to demonstrate the feasibility of one of the techniques. 
The survey results of our social network application show that the assumption made by previous work that all the relationships in social networks are trusted does not hold in online social networks, and it is feasible to limit the number of attack edges in online social networks by relationship rating.




SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Pentium –IV
· Speed			-    	1.1 Ghz
· RAM			-    	256 MB(min)
· Hard Disk		-   	20 GB
· Key Board		-    	Standard Windows Keyboard
· Mouse	            	-    	Two or Three Button Mouse
· Monitor		           -    	SVGA
SOFTWARE CONFIGURATION:	
· Operating system	-	Windows XP.
· Coding Language	-	ASP.Net,C#.Net.
· Data Base		-	SQL Server 2005
· Tool			-	VISUAL STUDIO 2008.










    MODULES:
· USER REGISTRATION:
· SYBIL IDENTIFICATION ALGORITHM:
· SYBIL COMMUNITY DETECTION ALGORITHM:
· SYBILDEFENDER DESIGN:

   MODULES DESCRIPTION:

    USER REGISTRATION:
                    In this User Registration, module all the new user have to register. Each user is given a unique password with their user name. To access  their account they have to give their valid username and password i.e authentication and security is provided for their account.

SYBIL IDENTIFICATION ALGORITHM:
                   In this module sybil identification algorithm, by using the sybil identification algorithm on large social networks it provides more  accuracy and running time  in addition it can effectively detect the sybil community around a sybil node with short running time.

   SYBIL COMMUNITY DETECTION ALGORITHM:
       In this module sybil community detection algorithm,it explains about the detection algorithm sybil node is identified, our sybil community detection algorithm can be used to detect the sybil community surrounding it. The sybil community detection algorithm takes the social graph G(V,E) and a known sybil node s as inputs, and outputs the sybil community around s. The sybil node s can be identified by our sybil identification algorithm or any previous scheme. We define a sybil community as a subgraph of G consisting of only sybil nodes, and there is no small cut in this subgraph. The reason why we make this definition is that if a small cut does divide the sybil region into two parts S1 and S2, and the known sybil node s is in S1, then, from the point of view of s, the honest region and S2 are similar, since there is already a small cut between S1 and the honest region and also a small cut between S1 and S2. When there is a small cut in the sybil region, our algorithm can detect the sybil community s belongs to. 
 SYBILDEFENDER DESIGN:
         SybilDefender consists of three components: a sybil identification algorithm, a sybil community detection algorithm, and two supporting approaches to limiting the number of attack edges. The three components can be used in conjunction to best mitigate sybil attacks. The task of the sybil identification algorithm presented to determine whether a suspect node is sybil or not. Then we show how to  efficiently detect the sybil community around a sybil node with our sybil community detection algorithm presented. The reason why we need the second algorithm is that simply examining all the nodes in the social graph to find the sybil community is impractical. Finally, both algorithms are built upon the assumption that the number of attack edges is limited. we propose two approaches to supporting this assumption in online social networks.
