PUBLICLY VERIFIABLE INNER PRODUCT EVALUATION
OVER OUTSOURCED DATA STREAMS UNDER MULTIPLE
KEYS

Abstract:
                    Uploading data streams to a resource-rich cloud server for inner product evaluation, an essential building block in many popular stream applications (e.g., statistical monitoring), is appealing to many companies and individuals. On the other hand, verifying the result of the remote computation plays a crucial role in addressing the issue of trust. Since the outsourced data collection likely comes from multiple data sources, it is desired for the system to be able to pinpoint the originator of errors by allotting each data source a unique secret key, which requires the inner product verification to be performed under any two parties’ different keys. However, the present solutions either depend on a single key assumption or powerful yet practically-inefficient fully homomorphic cryptosystems. In this paper, we focus on the more challenging multi-key scenario where data streams are uploaded by multiple data sources with distinct keys. We first present a novel homomorphic verifiable tag technique to publicly verify the outsourced inner product computation on the dynamic data streams, and then extend it to support the verification of matrix product computation. We prove the security of our scheme in the random oracle model. Moreover, the experimental result also shows the practicability of our design.








EXISTING SYSTEM:
                 In Existing System is outsourcing naturally raises the issue of trust. The third-party server may act maliciously due to insider/outsider attack, software/hardware malfunctions, intentional saving of computational resources, etc. Thus, it is desirable for clients to verify the computation result provided by the server. However, designing a verifiable computation scheme for the above example is not self-explanatory due to the following challenges.
· The outsourced computation is datasensitive, i.e., given forged data from a source, the final computation result will be erroneous even if the corresponding query is correctly processed by the server. Cryptography provides an off-the-shelf method to tackle this problem, namely, each data source may be equipped with a unique secret key to “sign” its data contribution, from which traceability is readily derived.
· Clients may not be in the same trust domain with data sources. A keyless client is hopefully able to conduct the result verification. Hence, public verification property is more engaging here so as to allow any party devoid of secret keys with sources to check the outsourced computations.

DISADVANTAGES: 
· The typical signature algorithm does not serve on purpose of verifiable multi-key computation.
· Clients may not be in the same trust domain with data sources.








PROPOSED SYSTEM:
                             In Proposed System is a novel homomorphic verifiable tag technique and design an efficient and publicly verifiable inner product computation scheme on the dynamic outsourced data stream under multiple keys. Our contributions are summarized as follows:
· To the best of our knowledge, this is the first work that addresses the problem of verifiable delegation of inner product computation over (potentially unbounded) outsourced data streams under the multi-key setting. Specifically, we first present a publicly verifiable groupby sum algorithm, which servers as a building block for verifying the inner product of dynamic vectors under two different keys. Then, we extend the construction of the verifiable inner product computation to support matrix product from any two different sources.
· Our scheme is efficient enough for practical use in terms of communication and computation overhead. Specifically, the size of the proof generated by the server to authenticate the computation result is constant, regardless of the input size n of the evaluated function. In addition, the verification overhead on the client side is constant for inner product querie1. For matrix product query, the verification cost is O(n2) in stark contrast to the super-quadratic computational complexity for matrix product.
· Our scheme achieves the public verifiability, i.e., a keyless client is able to verify the computation results.
· We formally define and prove the security of our scheme under the Computational Diffie-Hellman assumption in the random oracle model.

ADVANTAGES:
· The inner product evaluation can be performed over any two sources’ outsourced streams, and the result can be verified using the associated tags.
· The client should be free to choose any portion of the data streams as the input of the queried computation.



SYSTEM SPECIFICATION

Software Requirements:

· Operating system            -     Windows 7 Ultimate.
· Coding Language	          -     ASP.Net with C#
· Front-End		          -     Visual Studio 2010 Professional.
· Data Base		          -     SQL Server 2008.


Hardware Requirements:
1. Processor		-	Intel Pentium Dual Core
1. Speed		-    	533 MHz to 800 MH.
1. RAM		-    	512MB
1. Hard Disk		-   	50 GB
1. Key Board		-    	Standard Windows Keyboard
1. Mouse	           	-    	Two or Three Button Mouse
1. Monitor	           -    	SVGA




