CREATION AND MANAGEMENT OF WEBSITE HONEYPOTS
FOR DETECTING TARGETED CYBER ATTACKS

Abstract:
 Reconnaissance is the initial and essential phase of a successful advanced persistent threat (APT). In many cases, attackers collect information from website , such as professional website. This information is used to select members that can be exploited to penetrate the organization. Detecting such reconnaissance activity is extremely hard because it is performed outside the organization premises. In this paper, we propose a framework for management of website honeypots to aid in detection of APTs at the reconnaissance phase. We discuss the challenges that such a framework faces, describe its main components, and present a case study based on the results of a field trial conducted with the cooperation of a large European organization. In the case study, we analyze the deployment process of the website  honeypots and their maintenance in real website. The honeypot profiles were successfully assimilated into the organizational website and received suspicious Ip requests and mail messages that revealed basic indications of a potential forthcoming attack. In addition, we explore the behavior of attackers in professional website, and their resilience and vulnerability toward website infiltration. Hackers valid address are found by server using hackers ip , and their details sends to user ,who affected by attacks.







EXISTING SYSTEM:
Characterizing attackers activities present in honeypot traffic data can be challenging due to the high dimensionality of the data and the amount of traffic collected. The high amount of background noise, such as scans and backscatter, add to the challenge by hiding interesting abnormal activities that require immediate attention from security personnel. Detecting these outlying activities can potentially be of high value and give early signs of the discovery of new vulnerabilities or breakouts of new automated malicious codes, such as worms. In existing system the use of principal component analysis (PCA), in the characterization of attacker 
activities present in low interaction honeypot traffic data.
DISADVANTAGES:
1) The covariance matrix is difficult to be evaluated in an accurate manner.
2) Even the simplest invariance could not be captured by the PCA unless the training data explicitly provides this information. 
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PROPOSED SYSTEM:
The proposed system is based on the concept of a ticketing authority; The main idea of a ticketing authority is the use of issued tickets to allow clients to access network resources. The proposed model utilizes this idea for assigning permissions to an authenticated client. The back-end server will compare the requested operation with the client’s permissions to determine whether the requested operation is allowed. If the back-end server finds a discrepancy between permissions and requested operations, the back-end server will transfer the packet to the deployed In this paper we take an overview of what several of these problems are, and look at possible approaches on how to solve them. By identifying these problems now, we can hope to make honeypots a stronger technology for the future.
ADVANTAGES:
1) You will be wasting a hacker’s time, and time spent attacking a system that is safe is time not spent hacking a system that will damage your organization if the hacker succeeds.
2) by setting up a honeypot you will be able to see who is attacking you and the methods that are being used. This will give you a very good idea of the types and robustness of the defenses you need to install to protect your real systems and data from attack.
3) An attack on a honeypot is likely to frustrate a hacker and stop them from hacking your real computer systems.

