Secure Data Retrieval for Decentralized Disruption-Tolerant 
Military Networks

Abstract:
                Mobile nodes in military environments such as a battlefield or a hostile region are likely to suffer from intermittent network connectivity and frequent partitions. Disruption-tolerant network (DTN) technologies are becoming successful solutions that allow wireless devices carried by soldiers to communicate with each other and access the confidential information or command reliably by exploiting external storage nodes. Some of the most challenging issues in this scenario are the enforcement of authorization policies and the policies update for secure data retrieval. Ciphertext-policy attribute-based encryption (CP-ABE) is a promising cryptographic solution to the access control issues. However, the problem of applying CP-ABE in decentralized DTNs introduces several security and privacy challenges with regard to the attribute revocation, key escrow, and coordination of attributes issued from different authorities. In this paper, we propose a secure data retrieval scheme using CP-ABE for decentralized DTNs where multiple key authorities manage their attributes independently. We demonstrate how to apply the proposed mechanism to securely and efficiently manage the confidential data distributed in the disruption-tolerant military network







Existing System:
                       In the Existing System military environments such as a battlefield or a hostile region suffer from intermittent network connectivity and frequent partitions. UKM and UFL are centralized, so they require the gathering and the transmission of the entire topological and demand information to a central point, which is not possible (not to mention practical) for large networks. Easy reconfiguration in response to local changes in the topology and the intensity of the demand for service is difficult. Moreover, overreaction to local changes in demand using a centralized solution may lead to costly service deployment

Disadvantages:
· Gathering and the transmission to a central point is Difficult.
· Using centralized solution is costly.

Proposed System       
                            The Proposed System provides a secure data retrieval scheme using CP-ABE for decentralized DTNs where multiple key authorities manage their attributes independently. The proposed mechanism shows how securely and efficiently to  manage the confidential data distributed in the disruption-tolerant military network. 
Advantages:
· Changes in Keys and Redistribution Problem is Solved.
· Easy to manage Keys. 
· coordination of attributes issuing from different authorities.
 

Algorithm Used:
                 CP-ABE Cipher text-policy Attribute-based encryption (ABE).
This is a cryptographic solution to the access control issues. It is a type of public-key encryption in which the secret key of a user and the cipher text are dependent upon attributes (e.g. the country he lives, or the kind of subscription).To Decrypt the Cipher text again the same key should be used again.

SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:
1. Operating system	            :    Windows 07& XP 
1. Front End	             :    Visual Studio 2008,2010, ASP.net, C#
1. Backend	            :    SQL Server 2005, 2008R2
HARDWARE REQUIREMENTS:
1. Processor			:   Pentium Dual core
1. Speed                                	:    1.1 GHz
1. RAM                                 	:    1GB 
1. Hard Disk                          	:   20 GB
1. Floppy Drive                     	:    1.44 MB
1. Key Board                         	:    Standard Windows Keyboard
1. Mouse                             	:    Two or Three Button Mouse



