FIRECOL: A COLLABORATIVE PROTECTION NETWORK FOR THE DETECTION OF FLOODING DDOS ATTACKS
ABSTRACT:

Distributed denial-of-service (DDoS) attacks remain a major security problem, the mitigation of which is very hard especially when it comes to highly distributed botnet-based attacks. The early discovery of these attacks, although challenging, is necessary to protect end-users as well as the expensive network infrastructure resources.  We address the problem of DDoS attacks and present the theoretical foundation, architecture, and algorithms of FireCol. The core of FireCol is composed of intrusion prevention systems (IPSs) located at the Internet service providers (ISPs) level. The IPSs form virtual protection rings around the hosts to defend and collaborate by exchanging selected traffic information. The evaluation of FireCol using extensive simulations and a real dataset is presented, showing FireCol effectiveness and low overhead, as well as its support for incremental deployment in real networks.

EXISTING SYSTEM
· The exponential growth of computer/network attacks are becoming more and more difficult to identify the need for better and more efficient intrusion detection systems increases in step. 

· The main problem with current intrusion detection systems is high rate of false alarms
· The design and implementation of a load balancing between the traffic coming from clients and the traffic originated from the attackers is not implemented.

DISADVANTAGES OF EXISTING SYSTEM:

· The user’s overload the application with parallel request
· Server Down

· Load balancing occurs
PROPOSED SYSTEM:

· FireCol which it has “Invite the Attacks” with confidentially.

· Use of FireCol provides effective solution to increase the security and reliability of the network.

· The process of forwarding requests to the Balancer detects traffic as an attack on the server; it is then directed to an alternative server - a type of FireCol.  

· Conventional detection and forensics methodology can then be used to gather information on the intruder who will be unaware that they are not using “real” server. 
ADVANTAGES OF PROPOSED SYSTEM:
· Avoid Load balancing
· Server Fast Access

· We can using firecol system to overcome problem
· Firecol provides security
SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:

· Operating system
:
Windows 07& XP 

· Front End
:
Visual Studio 2008, ASP.net, C#

· Backend
:
SQL Server 2005

HARDWARE REQUIREMENTS:

· Processor


:    Pentium –III

· Speed                                
:    1.1 GHz

· RAM                                 
:    256 MB(min)

· Hard Disk                          
:   20 GB

· Floppy Drive                     
:    1.44 MB

· Key Board                         
:    Standard Windows Keyboard

· Mouse                                
:    Two or Three Button Mouse

· Monitor                              
:    SVGA

