Fully Anonymous Profile Matching in Mobile Social Networks
ABSTRACT:

In this project study user profile matching with privacy-preservation in mobile social networks (MSNs) and introduce a family of novel profile matching protocols. We first propose an explicit Comparison-based Profile Matching protocol (eCPM) which runs between two parties, an initiator and a responder. The eCPM enables the initiator to obtain the comparison-based matching result about a specified attribute in their profiles, while preventing their attribute values from disclosure .We then propose an implicit Comparison-based Profile Matching protocol (iCPM) which allows the initiator to directly obtain some messages instead of the comparison result from the responder. The messages unrelated to user profile can be divided into multiple categories by the responder. The initiator implicitly chooses the interested category which is unknown to the responder. Two messages in each category are prepared by the responder, and only one message can be obtained by the initiator according to the comparison result on a single attribute. We further generalize the iCPM to an implicit Predicate-based Profile Matching protocol (iPPM) which allows complex comparison criteria spanning multiple attributes. The anonymity analysis shows all these protocols achieve the confidentiality of user profiles. In addition, the eCPM reveals the comparison result to the initiator and provides only conditional anonymity; the iCPM and the iPPM do not reveal the result at all and provide full anonymity. We analyze the communication overhead and the anonymity strength of the protocols
EXISTING SYSTEM:
In the literature, there are many privacy-preserving profile matching protocols. They aim to determine the overall similarity of two profiles rather than their relation in specific attributes. They commonly check whether the proximity measure of the two profiles is larger, equal, or smaller than a pre-defined threshold value. The proximity measurement can be the size of the intersection of two sets or the distance of two vectors where sets and vectors are used to represent profiles. They do not consider the larger, equal, or smaller relations of the attribute values as the matching metrics. Moreover, the profile matching results are revealed to the participating users in certain conditions, and behavior linkage happens when the matching results are distinctive

DISADVANTAGES OF EXISTING SYSTEM:

· An existing dot product protocol is improved to enable verifiable secure computation. The improved protocol only reveals whether the dot product is above or below a given threshold. The threshold value is selected by the user who initiates the profile matching.
· They pointed out the potential anonymity risk of their protocols; an adversary may adaptively adjust the threshold value to quickly narrow down the value range of the victim profile. 

· Thus, it is required that the threshold value must be larger than a pre-defined lower bound (a system parameter) to guarantee user anonymity. The same problem exists in other works. 
· Furthermore,  required users to make a commitment about their profiles to ensure the profile consistency, but profile forgery attack may still take place during the commitment phase
PROPOSED SYSTEM:

In this paper, we propose a family of novel protocols eCPM, iCPM, and iPPM to solve the considered profile matching problems based on the above network model. These protocols rely on the homomorphic encryption to protect the content of user profiles from disclosure. They provide increasing levels of anonymity.

ADVANTAGES OF PROPOSED SYSTEM:

· Firstly, we propose the eCPM for  a specified attribute, the eCPM allows the initiator to know the comparison result, i.e., whether it has a larger, equal, or smaller value than the responder on the attribute. Due to the exposure of the comparison result, user profile will be leaked and linked in some conditions. We provide a numerical analysis on the conditional anonymity of the eCPM.
· Secondly, we propose the iCPM for in this protocol, the responder prepares multiple categories of messages where two messages are generated for each category. The initiator can obtain only one message related to one category for each run. During the protocol, the responder is unable to know the category of the initiator’s interest. To receive which message in the category is dependent on the comparison result on a specified attribute. The responder does not know which message the initiator receives, while the initiator cannot derive the comparison result from the received message. We provide an analysis of the effectiveness of the iCPM, and show that the iCPM achieves full anonymity.
· The initiator receives one message from the responder corresponding to the specified category. To receive which message in the category is dependent on whether the initiator’s attribute values satisfy the predicate or not. We provide an analysis of the effectiveness of the iPPM. 
· Message in the category is dependent on the comparison result on a specified attribute. The responder does not know which message the initiator receives, while the initiator cannot derive the comparison result from the received message. We provide an analysis of the effectiveness of the iCPM, and show that the iCPM achieves full anonymity.
SYSTEM SPECIFICATION:
SOFTWARE REQUIREMENTS:

· Operating system
:
Windows 07& XP 

· Front End
:
Visual Studio 2008, ASP.net, C#

· Backend
:
SQL Server 2005

HARDWARE REQUIREMENTS:

· Processor


:    Pentium –III

· Speed                                
:    1.1 GHz

· RAM                                 
:    256 MB(min)

· Hard Disk                          
:   20 GB

· Floppy Drive                     
:    1.44 MB

· Key Board                         
:    Standard Windows Keyboard

· Mouse                                
:    Two or Three Button Mouse

· Monitor                              
:    SVGA
SYSTEM ARCHITECTURE:
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