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ABSTRACT:
Traditional searchable encryption schemes based on the Term Frequency-Inverse Document Frequency (TF-IDF) model adopt the presence of keywords to measure the relevance of documents to queries, which ignores the latent semantic meanings that are concealed in the context. Latent Dirichlet Allocation (LDA) topic model can be utilized for modeling the semantics among texts to achieve semantic-aware multi-keyword search. However, the LDA topic model treats queries and documents from the perspective of topics, and the keywords information is ignored. In this paper, we propose a privacy-preserving searchable encryption scheme based on the LDA topic model and the query likelihood model. We extract the feature keywords from the document using the LDA-based Information Gain (IG) and Topic Frequency-Inverse Topic Frequency (TF-ITF) model. With feature keyword extraction and the query likelihood model, our scheme can achieve a more accurate semantic-aware keyword search. A special index tree is used to enhance search efficiency. The secure inner product operation is utilized to implement the privacy-preserving ranked search. The experiments on real-world datasets demonstrate the effectiveness of our scheme.



EXISTING SYSTEM:
In existing, many researchers have proposed a number of searchable encryption schemes in cloud computing, such as single keyword search multi-keyword search etc. Such a scheme typically uses the TF-IDF based vector space model and the secure KNN algorithm to generate encrypted document vectors and encrypted indexes (inverted indexes, tree indexes, Bloom filters, etc.) and outsource them to the cloud. Afterwards, such a scheme generates a trapdoor for the queried keywords and returns the search result with searching the index according to the trapdoor. The TF-IDF model uses the appearance of the keyword to evaluate its importance in the document

DISADVANTAGES:
· Latent semantic features of the user’s queried keywords and documents, which could lead to unsatisfactory search results.
· Search time and index space since the dimension of the topic vector is much smaller than the scale of the keyword dictionary.






PROPOSED SYSTEM:
The LDA topic model is a semantic model that can be used for discovering latent semantics among texts. In this model, documents and keywords are viewed from the perspective of topics. A given keyword may be closely related to several topics while being irrelevant to others. A given document usually only discusses a few topics. Hence, the topic model can be used for semantic feature extraction. More specifically, for a particular set of documents, the topic model extracts three topics according to the model parameter. By analyzing the keywords most related to each topic, we can define the topics semantically, e.g., {computer, religion, sports}. Thus, we can infer the content of a document or a keyword based on its relation to such topics. In a multi-keyword search, we use the topic distribution of the user’s queried keywords to represent the user’s search intention. We obtain the most relevant documents according to the semantic relevance scores between the documents and the queried keywords.


ADVANTAGES:
· LDA topic model to searchable encryption over cloud data and enable sematic-aware privacy preserving ranked searches.
· A feature keyword extraction method and for the first time apply the query likelihood model to searchable encryption over cloud data, which can be combined with the LDA topic model.


SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse		:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System		:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 			:	JavaScript.
· Server side Script		:	Java Server Pages.
· IDE				:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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