Secure Outsourced Attribute-based Sharing Framework for Lightweight Devices in Smart Health Systems


ABSTRACT:
The rapid evolution of the Internet of Things has led to the development of smart health. As a form of medical care that uses advanced Internet technology to realize better diagnosis and treatment of patients, smart health transitions medical services move toward real intelligence and greatly helps users. And in smart health, the secure sharing of personal health records (PHRs) is one of the main concerns of patients and medical personnel. Many attribute-based sharing models have been proposed to secure the sharing of PHRs, but there are still two problems to resolve. One is the potential disclosure of the patient data. The attribute-based model achieves flexible access control, but the access policies contain sensitive information of patients. The disclosure of the policy will lead to the leakage of data of the users. The other is the high computational and storage overhead, particularly in smart health systems with limited computing power. In this paper, we present a Smart Health Lightweight Fine-Grained Sharing (SH-LFGS) framework based on attribute-based encryption (ABE). It achieves a fully hidden access policy by adopting Vie`te’s formula. SH-LFGS introduces ´ an online/offline mechanism in the PHR encryption phase and the outsourced verifiable decryption mechanism. Because the decrypting test requires only one bilinear pair operation, the SHLFGS can achieve the task of lightweight computation. Analysis of the performance and security of the proposed model confirm its efficiency and security.


EXISTING SYSTEM:
Attribute based PHR sharing scheme which can provide flexible access for both professional users such as doctors as well as personal users such as family and friends. Each PHR file is encrypted and stored in a healthcare cloud along with an attribute based access policy which controls the access to the encrypted resource. We use an attribute based authorization mechanism to authorize access requesting users to access a given PHR resource based on the associated access policy while utilizing a proxy re-encryption scheme to facilitate the authorized users to decrypt the required PHR files.

DISADVANTAGES:
· Storing the confidential health information to cloud servers is susceptible to revelation or theft.
· We are using the static techniques to encrypt the Personal Health Records, if someone solve decrypt format then we face a big trouble.







PROPOSED SYSTEM:
To avoid PHR data breaches and give patients more control over shared PHR data, many attribute-based encryption (ABE) schemes have been proposed for PHR systems. In these scenarios, the patient specifies an access strategy and encrypts the PHR. Only attributes that satisfy the policy can access the encrypted PHR. However, many existing schemes consider only the confidentiality of the data, and not the privacy of the recipient. ABE schemes that support access policy hiding seem to solve this problem. However, most of these schemes only implement partial concealment of access policy; that is, each attribute is divided into attribute name and attribute value. Because attribute value usually contains more sensitive information, it is hidden.

ADVANTAGES:
· The access policy can be completely hidden by applying Vie`te’s 
Formula.
· To improve decryption efficiency, this paper designs a decryption test that requires only one bilinear pair of operations before full decryption.





SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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