EFFICIENT MULTI-AUTHORITY ATTRIBUTE-BASED SIGNCRYPTION WITH CONSTANT-SIZE CIPHERTEXT

ABSTRACT:
Recently, efficient fine-grained access mechanism has been studied as a main concern in cloud storage area for several years. Attribute-based signcryption (ABSC) which is logical combination of attribute-based encryption (ABE) and attribute-based signature (ABS), can provide confidentiality, authenticity for sensitive data and anonymous authentication. At the same time it is more efficient than previous “encrypt-then-sign” and “sign-then-encrypt” patterns. However, most of the existing ABSC schemes fail to serve for real scenario of multiple authorities and have heavy communication overhead and computing overhead. Hence, we construct a novel ABSC scheme realizing multi-authority access control and constant-size cipher text that does not depend on the number of attributes or authorities. Furthermore, our scheme provides public verifiability of the cipher text and privacy protection for the sign crypto. Specially, it is proven to be secure in the standard model, including cipher text in distinguishability under adaptive chosen cipher text attacks and existential enforceability under adaptive chosen message attack.




EXISTING SYSTEM:
            
                  In the Existing system is in cloud computing, users store their data files in cloud servers. Thus, it is crucial to prevent unauthorized access to these resources and realize secure resource sharing. In traditional access control methods, we generally assume data owners and the storage server are in the same secure domain and the server is fully trusted. In cloud computing environment, cloud service providers may be attacked by malicious attackers. These attacks may leak the private information of users for commercial interests as the data owners commonly store decrypted data in cloud servers. How to realize access control to the encrypted data and ensure the confidentiality of data files of users in an untrusted environment are problems that must be solved by cloud computing technologies and applications. 

DISADVANTAGE: 
· In the cloud computing environment, cloud service providers may be attacked by malicious attackers. 
· These attacks may leak the private information of users for commercial interests as the data owners commonly store decrypted data in cloud servers. 




PROPOSED SYSTEM:
In proposed system, we are committed to extending the attribute-based signcryption scheme into a multi-authority scenario with constant-size cipher text, public verifiability and sign crypto privacy. Moreover, the security of our scheme is proven in the standard model. Multi-authority ABE scheme (MA-ABE) involving multiple authorities. Subsequently, they constructed a ABSC scheme without central authority by using the pseudo random function and key-exchange method.

ADVANTAGES:
· For the multi-authority scenario, this scheme realizes that the increase in the number of authorities and attributes in the cloud storage system does not affect the cipher text size.
· Develop Multi-authority Attribute-based Signcryption with Constant-size Cipher text which is combining access control for multiple authorities.








SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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