EFFICIENT REVOCABLE MULTI-AUTHORITY ATTRIBUTE-BASED ENCRYPTION FOR CLOUD STORAGE

ABSTRACT:
 Attribute-based encryption (ABE) is usually adopted for cloud storage, both for its achievement of fine-grained access control over data, and for its guarantee of data confidentiality. Nevertheless, single-authority attribute-based encryption (SA-ABE) has its obvious drawback in that only one attribute authority can assign the users’ attributes, enabling the data to be shared only within the management domain of the attribute authority, while rendering multiple attribute authorities unable to share the data. On the other hand, multi-authority attribute-based encryption (MA-ABE) has its advantages over SA-ABE. It can not only satisfy the need for the fine-grained access control and confidentiality of data, but also make the data shared among different multiple attribute authorities. However, existing MA-ABE schemes are unsuitable for the devices with resources-constraint, because these schemes are all based on expensive bilinear pairing. Moreover, the major challenge of MA-ABE scheme is attribute revocation. So far, many solutions in this respect are not efficient enough. In this paper, on the basis of the elliptic curves cryptography, we propose an efficient revocable multi-authority attribute-based encryption (RMA-ABE) scheme for cloud storage. The security analysis indicates that the proposed scheme satisfies indistinguishable under adaptive chosen plaintext attack assuming hardness of the decisional Diffie-Hellman problem. Compared with the other schemes, the proposed scheme gets its advantages in that it is more economical in computation and storage.

EXISTING SYSTEM:
First introduced the concept of attribute-based encryption (ABE) which refines IBE scheme by associating cipher texts and a set of attributes. In an ABE scheme, the PKG typically sends the corresponding attribute keys for the user with several attributes. An ABE scheme allows a data owner to encrypt data under a set of attributes associated with access structures, and users who own these corresponding attribute keys are able to decrypt the encrypted data. Afterward, there are numerous ABE schemes that have been proposed. Indeed, we may combine the revocability concept of the proposed revocable IBE scheme with the existing ABE schemes to construct revocable ABE schemes. Indeed, proposed an ABE scheme with user/attribute revocation for various applications. Both schemes still adopt the sub-tree method in to address the revocation rekeying issue so that a secure channel is used to transmit the new updated user keys and attribute keys.


DISADVANTAGES:
· Each data consumers may possess multiple different attributes, result in that revocation for anyone attribute may influence the other data consumers in the cloud storage system.
· Re-encrypting the data is a method to solve this problem; it will generate high computation cost.



PROPOSED SYSTEM:
In proposed system, based on the elliptic curve cryptography (ECC), an efficient RMA-ABE scheme is proposed for cloud storage, so that bilinear pairing operations will be no longer needed. In the proposed scheme, we use the linear secret sharing schemes (LSSS) to boost the expressiveness of access policy and add version key to attribute to realize immediate attribute revocation. The security analysis indicates that under the decisional Diffie-Hellman (DDH) assumption, the proposed RMA-ABE scheme achieves the in distinguishability against the choose plaintext attack (IND-CPA), and satisfies collision resistant and forward secrecy. Finally, the performance evaluation of the scheme indicates lower the computation cost and lower storage overhead than other schemes.
ADVANTAGES:
· Elliptic curve cryptography (ECC), an efficient RMA-ABE scheme is proposed for cloud storage, so that bilinear pairing operations will be no longer needed.
· We use the linear secret sharing schemes (LSSS) to boost the expressiveness of access policy and add version key to attribute to realize immediate attribute revocation.





SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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