SECURE EFFICIENT REVOCABLE LARGE UNIVERSE MULTI-AUTHORITY ATTRIBUTE-BASED ENCRYPTION FOR CLOUD-AIDED IOT

ABSTRACT:
 With the help of cloud computing, the ubiquitous and diversified Internet of things (IoT) has greatly improved human society. Revocable multi-authority attribute-based encryption (MA-ABE) is considered a promising technique to solve the security challenges on data access control in the dynamic IoT since it can achieve dynamic access control over the encrypted data. However, on the one hand, the existing revocable large universe MA-ABE suffers the collusion attack launched by revoked users and non-revoked users. On the other hand, the user collusion avoidance revocable MA-ABE schemes do not support large attributes (or users) universe, i.e. the flexible number of attributes (or users). In this article, the author proposes an efficient revocable large universe MA-ABE based on prime order bilinear groups. The proposed scheme supports user-attribute revocation, i.e., the revoked user only loses one or more attributes, and she/he can access the data so long as her/his remaining attributes satisfy the access policy. It is static security in the random oracle model under the q-DPBDHE2 assumption. Moreover, it is secure against the collusion attack launched by revoked users and non-revoked users. Meanwhile, it meets the requirements of forward and backward security. The limited-resource users can choose outsourcing decryption to save resources. The performance analysis results indicate that it is suitable for large-scale cross-domain collaboration in the dynamic cloud-aided IoT.
EXISTING SYSTEM:
In existing, large universe revocable MA-ABE schemes are developed. However, it only supports user revocation, the number of users is fixed at the system setup, and the dynamic capacity expansion of users is not supported. What is more, the revocation times are fixed at the system setup, and the public parameter increases with the revocation times. So, it does not suit the large-scale dynamic IoT.

DISADVANTAGES:
· The revocation times are fixed at the system setup, and the public parameter increases with the revocation times. So, it does not suit the large-scale dynamic IoT.
· The number of users is fixed at the system setup, and the dynamic capacity expansion of users is not supported.








PROPOSED SYSTEM:
 In proposed system, they designed an efficient revocable large universe MA-ABE based on prime order bilinear groups by improving the previous schemes. As the same as the previous schemes, the proposed scheme supports user-attribute revocation, i.e. the revoked user only loses one or more attributes, and she/he can access the data so long as her/his remaining attributes satisfy the access policy. And the limited-resource user can choose to outsource decryption for saving resources.
ADVANTAGES:
· The proposed MA-ABE supports not only the large attribute-universe but also the large user-universe which implies the flexible number of users. It is suitable for large-scale multi-domain collaboration in the dynamic IoT.
· By improving the cipher text and the data users’ secret key, the proposed scheme is secure against the collusion attack launched by revoked users and non-revoked users.







SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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