A Data Integrity Verification Scheme of De-duplication for Cloud Cipher texts

ABSTRACT:
Cloud data de-duplication can save cloud storage resources and network communication bandwidth, and improve cloud storage efficiency. A series of de-duplication technologies are proposed to achieve cloud data de-duplication. However, the traditional de-duplication scheme mainly implements data de-duplication without providing data integrity verification, so it cannot be verified whether the CSP correctly stores user data. This paper proposes a data integrity verification scheme of de-duplication for cloud cipher texts, including cloud cipher text de-duplication and cloud data integrity verification. In the data integrity verification, the proxy re-signature method is adopted. In addition, our scheme realizes user revocation, ensures the privacy of cloud data, and satisfies enforceability of tags. Performance analysis results show that it has higher efficiency than similar schemes.






EXISTING SYSTEM:
In existing, a random client-side data de-duplication scheme, which realized multi-user ownership management and data sharing by means of a dynamic encryption key tree. , But the scheme does not support user revocation; Fu et al. proposed Client-side secure de-duplication scheme for cipher text data in cloud storage, but did not achieve data integrity verification. A cloud data audit scheme that supports encrypted data de-duplication, and does not support multi-user operations. An integrity audit scheme that supports key update and cipher text data de-duplication, but requires users to participate in key update online, and does not support multiple users operating.

DISADVANTAGES:
· Proposed an integrity audit scheme that supports key update and cipher text data de-duplication, but requires users to participate in key update online.
· A cloud data audit scheme that supports encrypted data de-duplication, and does not support multi-user operations








PROPOSED SYSTEM:
In proposed system, a data integrity verification scheme for cipher text data security and de-duplication. In this scheme, users store data in a cloud server in the form of cipher text, which can solve the problem of data privacy. The scheme uses block tags to verify the ownership of user data to achieve cloud data cipher text de-duplication. In data integrity verification, a proxy re-signature method is used to ensure that users do not have to participate in the audit process online all the time, which also reduces the amount of calculations on the cloud server. By comparing similar schemes, our scheme has better efficiency

ADVANTAGES:
· Proxy re-signature method is used to ensure that users do not have to participate in the audit process online all the time.
· Reduces the amount of calculations on the cloud server.








SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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