A PRIVACY PRESERVING METHOD FOR PUBLISHING SET-VALUED DATA AND ITS CORRELATIVE SOCIAL NETWORK

ABSTRACT:
Set-valued data and social network provide opportunities to mine useful, yet potentially security-sensitive, information. While there are mechanisms to anonymize data and protect the privacy separately in set-valued data and in social network, the existing approaches in data privacy do not address the privacy issues which emerge when publishing set-valued data and its correlative social network simultaneously. In this paper, we propose a privacy attack model based on linking the set valued data and the social network topology information and a novel technique to defend against such attack to protect the individual privacy. To improve data utility and the practicality of our scheme, we use local generalization and partial suppression to make set-valued data satisfy the grouped -uncertainty model and to reduce the impact on the community structure of the social network when anonym zing the social network. Experiments on real-life data sets show that our method outperforms the existing mechanisms in data privacy and, more specifically, that it provides greater data utility while having less impact on the community structure of social networks.
 




EXISTING SYSTEM:
Privacy preserving data publishing (PPDP) for protecting data privacy while publishing data , PPDP has received significant attention in research communities, and many further protection approaches have been proposed in various data publishing scenarios. Publishing the set-valued data and its correlative social network data is popular and can collectively provide richer information in many data-mining and social-network applications, such as in behavior prediction and social recommendations .However, the joint information between the two data sets can provide additional privacy vulnerability which has not been present when considering the two data sets separately. More specifically, the attacker can launch a Linkage Attack. Such attack has not been sufficiently addressed in the previous privacy research in data mining and analyses. Our work is thus motivated by such gap in privacy research.
DISADVANTAGES:
· Attack has not been sufficiently addressed in the previous privacy research in data mining and analyses.
· The joint information between the two data sets can provide additional privacy vulnerability.






PROPOSED SYSTEM:
In proposed system, a method named Grouped -uncertainty and Anonymized Social Network (G-ASN), which makes set-valued data satisfy grouped -uncertainty and anonymize the correlative social network. To make set-valued data satisfy grouped - uncertainty, we integrate local generalization and partial suppression method in G-ASN. Community structure is an important network property [29]. To make our scheme G- ASN practical, we preserve the community structure while protecting privacy through anonymization, i.e., G-ASN does not need to change the existing community structure
ADVANTAGES:
· New linkage attack model between the set-valued data and its correlative social network when they are published simultaneously.
· method called G-ASN which makes the set-valued data satisfy grouped -uncertainty and anonymizes the correlative social network at the same time









SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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