COMPARATIVE STUDY OF DIFFERENT CRYPTOGRAPHIC ALGORITHMS FOR DATA SECURITY IN CLOUD COMPUTING

Abstract:
We know that with the emergence of Internet people all around the world are using its services &are heavily dependent on it. People are also storing their huge amount of data over the cloud .It is the challenge for researchers to secure the private and critical data of the users, so that unauthorized person should not be able to access it and manipulate it .Cryptography is a process of converting the user useful information to a form which is insignificant to an unauthorized person so that only authorized persons can access and understands it .For ensuring privacy there are multiple cryptographic algorithms, which is selected as per requirement of user or security specification of the organization. This paper discusses the comparison of various cryptographic encryption algorithms with respect to its various key features & then later discusses their performance cost based on the some selected key criteria’s. Some of the algorithms chosen for the purpose are DES, 3DES, IDEA, CAST128, AES, Blowfish, RSA, ABE &ECC.





EXISTING SYSTEM:
Cryptography is a process of converting the user useful information to a form which is insignificant to an unauthorized person so that only authorized persons can access and understands it .For ensuring privacy there are multiple cryptographic algorithms, which is selected as per requirement of user or security specification of the organization. In existing various cryptographic encryption algorithms with respect to its various key features & then later discusses their performance cost based on the some selected key criteria’s.

DISADVANTAGES:
· A strongly encrypted, authentic, and digitally signed information can be difficult to access even for a legitimate user at a crucial time of decision-making.
· High availability, one of the fundamental aspects of information security, cannot be ensured through the use of cryptography.













PROPOSED SYSTEM:
In proposed system ,we discusses the comparative analysis among different encryption algorithm with respect to various attributes like block size, key size, number of rounds, security level & different vulnerable attacks on them. For the implementation &comparison we have selected only DES, 3DES, AES,Blowfish &RSA. The entire selected encryption algorithms are set in ECB mode .For comparison we have used files of different sizes like 25 KB,50 KB, 1 MB, 2 MB, 3 MB. The same input files are used for all encryption algorithms. All the algorithms are implemented & compared using java IDE Eclipse. Various inbuilt packages of java like javasecurity&Javacrypto are used. Performance was measured in Intel core™ i3 processor (32 bit) having 2.4 GHz speed with 4 GB RAM running windows 7 operating system.

ADVANTAGES:
·  AES was consuming more encryption time as compared to other encryption algorithm.
· RSA proves to take highest encryption time & Blowfish takes least time for the same input.





SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Corei3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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