VERIFIABLE AUDITING FOR OUTSOURCED DATABASE IN CLOUD COMPUTING


ABSTRACT:
The notion of database outsourcing enables the data owner to delegate the database management to a cloud service provider (CSP) that provides various database services to different users. Recently, plenty of research work has been done on the primitive of outsourced database. However, it seems that no existing solutions can perfectly support the properties of both correctness and completeness for the query results, especially in the case when the dishonest CSP intentionally returns an empty set for the query request of the user. In this paper, we propose a new verifiable auditing scheme for outsourced database, which can simultaneously achieve the correctness and completeness of search results even if the dishonest CSP purposely returns an empty set. Furthermore, we can prove that our construction can achieve the desired security properties even in the encrypted outsourced database. Besides, the proposed scheme can be extended to support the dynamic database setting by incorporating the notion of verifiable database with updates.





EXISTING SYSTEM:
First implicitly introduced the notion of database outsourcing. In the outsourced database (ODB) model, the data owner delegates the database management to the CSP, in order to reduce the heavy database maintenance cost. In addition, the data owner performs the database encryption operations and uploads the encrypted database with the corresponding indices to the CSP. The CSP is responsible for providing all necessary resources and services (e.g. software, hardware and network) to users. The users can issue various query requests to the CSP and receive the corresponding results from CSP. Despite the tremendous benefits, the ODB paradigm. Inevitably suffers from some new security challenges. Firstly, the outsourced data contains some sensitive information that should not be exposed to the semi-trusted CSP. Thus, one security challenge is the secrecy of outsourced data: the CSP should not learn anything about what it is actually stored. We argue that the traditional encryption technique can only provide a partial solution to this problem since it is very difficult to perform effective operations over the encrypted data. Secondly, the dishonest CSP may return an incorrect and/or incomplete result of the query requests in order to save the computation/bandwidth resources. Thus, another security challenge is the verifiability of results. That is, the user can efficiently perform verifiable auditing for the result returned by the CSP. Particularly, in the case of database outsourcing, the verifiability consists of the following two security issues: 
DISADVANTAGES:
· There is no effective auditing scheme of outsourced database that can fully support the properties of both correctness and completeness.
· (i) Correctness: the result has not been tampered with; (ii) Completeness: the result should include all valid tuples that satisfy the computation conditions.
PROPOSED SYSTEM:
We propose a new verifiable auditing scheme for ODB, which can simultaneously achieve the correctness and completeness of search results even if the CSP intentionally returns an empty set. Besides, the proposed scheme supports common database operations such as selection and projection.  We prove that the proposed scheme is secure in the semi-honest-but-curious server model. Compared with the existing database auditing schemes, our solution is also effective even in the encrypted outsourced database which ensures the confidentiality of the sensitive data. The proposed scheme can be extended for the dynamic database by incorporating the idea of verifiable database with updates (VDB). That is, the data owner can update the tuples of outsourced database at any time while the misbehavior of server to cheat the users will be detected with an over whelming probability.
	
ADVANTAGES:
· The proposed scheme can be extended for the dynamic database by incorporating the idea of verifiable database with updates (VDB).
· The data owner can update the tuples of outsourced database at any time while the misbehavior of server to cheat the users.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Corei3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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