SECURITY ANALYSIS ON ONE-TO-MANY ORDER PRESERVING ENCRYPTION-BASED CLOUD DATA SEARCH


ABSTRACT:
                    For ranked search in encrypted cloud data, order preserving encryption (OPE) is an efficient tool to encrypt relevance scores of the inverted index. When using deterministic OPE, the cipher texts will reveal the distribution of relevance scores. Therefore, proposed a probabilistic OPE, called One-to-Many OPE, for applications of searchable encryption, which can flatten the distribution of the plaintexts. In this paper, we proposed a differential attack on One-to-Many OPE by exploiting the differences of the ordered cipher texts. The experimental results show that the cloud server can get a good estimate of the distribution of relevance scores by a differential attack. Furthermore, when having some background information on the outsourced documents, the cloud server can accurately infer the encrypted keywords by using the estimated distributions.                   






EXISTING SYSTEM:
                         Besides, when we consider sensitive data such as personal health records and secret chemical ingredients, the situation becomes even more serious . Theoretically, the server is not supposed to have access to sensitive data at all; therefore we should ensure the server has no access to leaking these data to an un trusted third party. Thus, sensitive data have to be encrypted before being outsourced to a commercial public cloud. However, encryption on sensitive data presents obstacles to the processing of the data. Information retrieval becomes difficult in the encrypted domain because the amount of outsourced files can be very large and traditional search patterns cannot be deployed to cipher text retrieval directly. Users need to download all the data, decrypt it all, and then search keywords like plaintext retrieval.
DISADVANTAGES:
· Information retrieval becomes difficult in the encrypted domain because the amount of outsourced files.
· Users need to download all the data, decrypt it all, and then search keywords like plaintext retrieval.






PROPOSED SYSTEM:
                          Applying order preserving encryption (OPE) [10] is one practical way of supporting fast ranked search. This algorithm was first proposed in 2004 to solve encrypted query problems in database systems. OPE is a symmetric cryptosystem, therefore it is also called order-preserving symmetric encryption (OPSE). The order-preserving property means that if the plaintexts x1 < x2, then the corresponding cipher texts E(x1) and E(x2) satisfy E(x1) < E(x2). Initiated the cryptographic study of OPE schemes in which they defined the security of OPE and proposed a provably secure OPE scheme. However, the security definition and the constructions of OPE in are based on the assumption that OPE is a deterministic encryption scheme which means that a given plaintext will always be encrypted as a fixed cipher text. However, deterministic encryption leaks the distribution of the plaintexts, so it cannot ensure data privacy in most applications. For instance, in privacy-preserving keywords search, OPE is used to encrypt relevance scores in the inverted index . when using a deterministic OPE, the resulting cipher text shares exactly the same distribution as the relevance score, by which the server can specify the keywords . Therefore,. Improved the OPE in  and proposed a “One-to-Many OPE” in their secure keyword search scheme, where they tried to construct a probabilistic encryption scheme and conceal the distribution of the plaintexts However, we discover that the One-to-Many OPE cannot ensure the expected security. In fact, although the cipher texts of One-to-Many OPE conceals the distribution of the plaintexts, an adversary may estimate the distribution from the differences of the cipher texts. So in this paper, we propose a differential attack on the One-to-Many OPE.

Our experimental results show that, when applying this attack to the secure keyword search scheme of the cloud server can get an estimation of the distribution of the relevance scores, and furthermore accurately reveal the encrypted keywords.

ADVANTAGES:
· When applying this attack to the secure keyword search scheme of  the cloud server can get an estimation of the distribution of the relevance scores.
· the cipher texts of One-to-Many OPE conceals the distribution of the plaintexts, an adversary may estimate the distribution from the differences of the cipher texts











SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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