ENSURING DATA SECURITY IN CLOUD COMPUTING

ABSTRACT:
With the advent of cloud computing, data owners are motivated to outsource their complex data management systems from local sites to commercial public cloud for great flexibility and economic savings. But for protecting data privacy, sensitive data has to be encrypted before outsourcing, which obsoletes traditional data utilization based on plaintext keyword search. Thus, enabling an encrypted cloud data search service is of paramount importance. Considering the large number of data users and documents in cloud, it is crucial for the search service to allow multi-keyword query and provide result similarity ranking to meet the effective data retrieval need. Related works on searchable encryption focus on single keyword search or Boolean keyword search, and rarely differentiate the search results. In this paper, for the first time, we define and solve the challenging problem of privacy-preserving multi-keyword ranked search over encrypted cloud data (MRSE), and establish a set of strict privacy requirements for such a secure cloud data utilization system to become a reality. Among various multi-keyword semantics, we choose the efficient principle of “coordinate matching”, i.e., as many matches as possible, to capture the similarity between search query and data documents, and further use “inner product similarity” to quantitatively formalize such principle for similarity measurement. We first propose a basic MRSE scheme using secure inner product computation, and then significantly improve it to meet different privacy requirements in two levels of threat models. Thorough analysis investigating privacy and efficiency guarantees of proposed schemes is given, and experiments on the real-world dataset further show proposed schemes indeed introduce low overhead on computation and communication.
EXISTING SYSTEM:
Cloud computing is the long dreamed vision of computing as a utility, where cloud customers can remotely store their data into the cloud so as to enjoy the on-demand high quality applications and services from a shared pool of configurable computing resources. Its great flexibility and economic savings are motivating both individuals and enterprises to outsource their local complex data management system into the cloud. 
Especially when the data produced by them that need to be stored and utilized is rapidly increasing. To protect data privacy and combat unsolicited accesses in cloud and beyond, sensitive data, e.g., emails, personal health records, photo albums, tax documents, financial transactions, etc., may have to be encrypted by data owners before outsourcing to commercial public cloud.
 However, obsoletes the traditional data utilization service based on plaintext keyword search. The trivial solution of downloading all the data and decrypting locally is clearly impractical, due to the huge amount of bandwidth cost in cloud scale systems.
DISADVANTAGES OF EXISTING SYSTEM:
1. It is extremely difficult to meet also the requirements of performance, system usability and scalability
1. The encrypted cloud data search system remains a very challenging task because of inherent security and privacy obstacles. When cloud server knows some background information of the dataset, this keyword specific information may be utilized.

PROPOSED SYSTEM:
We define and solve the problem of data security in cloud computing by encrypting the data to be uploaded and provide multi-keyword ranked search over encrypted cloud data (MRSE) while preserving strict system-wise privacy in cloud computing paradigm among various multi-keyword semantics. The secret key for the encrypted data is also provided enhancing the data security for decryption. We choose the efficient principle of “coordinate matching”, i.e., as many matches as possible, to capture the similarity between search query and data documents. Specifically, we use “inner product similarity” , i.e., the number of query keywords appearing in a document, to quantitatively evaluate the similarity of that document to the search query in “coordinate matching” principle. During index construction, each document is associated with a binary vector as a sub index where each bit represents whether corresponding keyword is contained in the document. The search query is also described as a binary vector where each bit means whether corresponding keyword appears in this search request, so the similarity could be exactly measured by inner product of query vector with data vector. Our contributions are summarized as follows,
 1) For the first time, we explore the problem of multi keyword ranked search over encrypted cloud data, and establish a set of strict privacy requirements for such a secure cloud data utilization system to become a reality. 
2) We propose two MRSE schemes following the principle of “coordinate matching” while meeting different privacy requirements in two levels of threat models.
 3) Thorough analysis investigating privacy and efficiency guarantees of proposed schemes is given, and experiments on the real-world dataset further.
ADVANTAGES OF PROPOSED SYSTEM:
1. Proposed schemes indeed introduce low overhead on computation and communication
1. It is used to retrieve the most relevant data. 
1. An efficient principle among such multi keyword semantics to refine the result relevance.
1. Ranked search can also elegantly eliminate unnecessary network traffic by sending back only the most relevant data.

















SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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