MIMOSA: PROTECTING PRIVATE KEYS AGAINST MEMORY DISCLOSURE ATTACKS USING HARDWARE TRANSACTIONAL MEMORY

ABSTRACT:
Cryptography is essential for computer and network security. In practice, the cryptographic keys are loaded into the memory as plaintext during cryptographic computations. Therefore, the keys are subject to memory disclosure attacks that read unauthorized data from RAM. This paper presents Mimosa, protecting RSA private keys against both software-based and physical memory disclosure attacks. Mimosa uses hardware transactional memory (HTM) to ensure that (a) whenever a malicious process attempts to read the plaintext private key, the transaction aborts and all sensitive data are automatically cleared, due to the atomicity guarantee of HTM; and (b) all sensitive data appear as plaintext only within caches, and are never loaded to RAM chips. To the best of our knowledge, Mimosa is the first to use transactional memory to protect sensitive data against memory attacks. We implemented Mimosa with Intel TSX. However, the fragility of TSX transactions introduces extra cache-clogging denial of service (DoS) threats, and attackers could sharply degrade the performance. We further partition an RSA private-key computation into multiple transactional parts, while (sensitive) intermediate results are protected across transactional parts. Experiments show that Mimosa effectively protects cryptographic keys against memory disclosure attacks, and introduces a small overhead, even with concurrent cache-clogging workloads.


EXISTING SYSTEM:
In existing system, buffer-overflow guards and kernel integrity protections are ineffective against these “silent” attacks. Meanwhile, attackers with physical accesses are capable of bypassing all OS protections to directly read data from RAM chips, even if the system is free of the vulnerabilities mentioned above. Cold-boot attacks “freeze” the RAM chips of a running computer, place them into another machine controlled by the attacker, and read the RAM contents. The existing system did not protect private keys against both software and physical memory disclosure attacks and attempt only to detect or prevent from software attacks. 
DISADVANTAGES:
· Do not prevent malicious read operations on protected sensitive data against both software and physical memory disclosure attacks.
· During each private-key operation, thread can access the sensitive data in memory, including the AES master key, the plaintext RSA private key and intermediate states.







PROPOSED SYSTEM:
Proposed system presents Mimosa that uses hardware transactional memory (HTM) to protect private keys against both software and physical memory disclosure attacks described above. We use Intel Transactional Synchronization eXtensions (TSX) [48], a commodity HTM solution in commercialoff-the-shelf (COTS) platforms. Transactional memory was originally proposed as a speculative memory access mechanism to boost the performance of multi-threaded applications [45]. An execution with transactional memory finishes successfully, only in the case of no data conflict; otherwise, all operations are discarded and the execution is rolled back. A data conflict happens, if multiple threads concurrently access the same memory location and at least one of them is a write operation. The strong atomicity guarantee provided by HTM is utilized to defeat illegal accesses to the memory space that contains sensitive data. Moreover, Intel TSX and most HTM are physically implemented in caches, so the computing is constrained entirely within CPUs, effectively preventing cold-boot attacks on RAM chips. We adopt the key-encryption-key structure in Mimosa – the RSA private keys in memory remain encrypted by an AES master key, when there is no signing or decryption request.
ADVANTAGES:
· During each private-key operation, no thread other than the Mimosa task can access the sensitive data in memory, including the AES master key, the plaintext RSA private key and intermediate states.
· Each Mimosa computing task is ensured to immediately clear all sensitive data, so it cannot be suspended to dump these sensitive data.

SYSTEM CONFIGURATION:
HARDWARE CONFIGURATION:
· Processor		-	Intel 3
· Speed		-           2.5 Ghz
· RAM		-    	2GB(min)
· Hard Disk		-   	500 MB
· Key Board		-    	Standard Windows Keyboard
· Mouse	           -    	Two or Three Button Mouse
· Monitor		-    	LCD
SOFTWARE CONFIGURATION:
· Operating system	-	Windows 7 / 10.
· Coding Language	-	ASP.Net, C#.Net.
· Data Base		-	SQL Server 2008
· Tool		-	VISUAL STUDIO 2010.
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