FAULT DETECTION FILTER AND CONTROLLER CO-DESIGN FOR UNMANNED SURFACE VEHICLES UNDER DOS ATTACKS

ABSTRACT:
 This paper addresses the co-design problem of a fault detection filter and controller for a networked-based unmanned surface vehicle (USV) system subject to communication delays, external disturbance, faults, and a periodic denial of-service (DoS) jamming attacks. First, an event-triggering communication scheme is proposed to enhance the efficiency of network resource utilization while counteracting the impact of a periodic DoS attacks on the USV control system performance. Second, an event-based switched USV control system is presented to account for the simultaneous presence of communication delays, disturbance, faults, and DoS jamming attacks. Third, by using the piecewise Lyapunov functional (PLF) approach, criteria for exponential stability analysis and co-design of a desired observer-based fault detection filter and an event-triggered controller are derived and expressed in terms of linear matrix inequalities (LMIs). Finally, the simulation results verify the effectiveness of the proposed co-design method. The results show that this method not only ensures the safe and stable operation of the USV but also reduces the amount of data transmissions.




EXISTING SYSTEM:
In Existing system, severe performance issues are caused by attacks that prevent the delivery of measurement data packets and control input. Attacks have been studied in the context of feedback control, state estimation, and multi-agent consensus problems. To tackle these problems, researchers have proposed various powerful models and approaches for characterizing the occurrences of attacks. For instance, an optimal attack schedule in an NCS is designed under DoS jamming attacks in. The problem of designing a resilient control law for an NCS under DoS attacks is investigated. The linear quadratic Gaussian (LQG) problems under DoS attacks are studied. Considering the effect of jamming attacks on wireless sensor networks, the minimal energy consumption and the probability of detection in order to initiate effective DoS jamming attacks are investigated. In, an input-based triggering approach is used to investigate the security consensus problem in multi-agent systems under DoS attacks. In given a class of nonlinear uncertain strict-feedback interconnected systems under intermittent DoS attacks, a switching-type adaptive state estimator is constructed. However, most of the existing results are focused on investigating DoS attacks on typical systems, such as inverted pendulums and trailers. A limited amount of theoretical work has been done on the control of USVs under DoS attacks, and this limitation is one of the motivations
[bookmark: _GoBack]DISADVANTAGES:
· In existing there is an issue in security consensus problem in multi-agent systems under DoS attacks.
· A limited amount of theoretical work has been done on the control of USVs under DoS attacks.

PROPOSED SYSTEM:
In proposed system, it is possible to distinguish DoS attacks in actuator faults from the perspective of network communication. We particularly consider the case of DoS attack affecting control channels. In the presence of a DoS attack, data can be neither sent nor received. Based on the fault detection filter, the DoS attack has a negligible impact on the residual signal value of r (t). Therefore, without actuator fault f (t), the value of the residual evaluation function Eva (t) will not exceed the threshold Evat h. We present the USV model in a simplified mathematical model of the sway-yaw and roll subsystems, which only includes the most important cross couplings is presented. It is shown that this model is practical for rudder roll and autopilot control system design and is thus suitable for modeling the USV. The transfer functions for the simplified model.
ADVANTAGES:
· A resilient event-triggering communication scheme that accounts for the simultaneous presence of external disturbance, actuator faults, network-induced delays, and periodic DoS jamming attacks is proposed for a network-based USV control system.
· A delicate co-design method is presented to effectively solve out the gain parameters of the desired observer-based fault detection filter and event-triggered controller.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse		:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System		:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 			:	JavaScript.
· Server side Script		:	Java Server Pages.
· IDE				:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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