SQL INJECTION ATTACKS: A DETECTION AND PREVENTION TECHNIQUE ON SQL INJECTION ATTACKS

ABSTRACT:
	With the web advancements are rapidly developing, the greater part of individuals makes their transactions on web, for example, searching through data, banking, shopping, managing, overseeing and controlling dam and business exchanges, etc. Web applications have gotten fit to numerous individuals' day by day lives activities. Dangers pertinent to web applications have expanded to huge development. Presently a day, the more the quantity of vulnerabilities will be diminished, the more the quantity of threats become to increment. Structured Query Language Injection Attack (SQLIA) is one of the incredible dangers of web applications threats. Lack of input validation vulnerabilities where cause to SQL injection attack on web. SQLIA is a malicious activity that takes negated SQL statement to misuse data-driven applications. This vulnerability admits an attacker to comply crafted input to disclosure with the application's interaction with back-end databases. Therefore, the attacker can gain access to the database by inserting, modifying or deleting critical information without legitimate approval. The paper presents an approach which detects a query token with reserved words-based lexicon to detect SQLIA. The approach consists of two highlights: the first one creates lexicon and the second step tokenizes the input query statement and each string token was detected to predefined words lexicon to prevent SQLIA. In this paper, detection and prevention technologies of SQL injection attacks are experimented and the result is satisfactory.
.

EXISTING SYSTEM:
In existing having the best efficiency and having the most secure applications are always in contradiction with each other. We cannot have high security without any cost. Here the cost mostly means the time for execution. Most of the applications that are vulnerable to SQL injection attacks are web applications. There are some known types of user crafted SQL inputs that researchers are working on them and there are some offered methods and tools to detect such malicious inputs and escaping them. Here are some problems and issues that we encounter when talking about SQL injection attack and securing the applications.
DISADVANTAGES:
· [bookmark: _GoBack]Securing existing web applications is difficult process and takes high cost to maintain the web applications.
· SQL injection attack happens often when an attacker tries to gain access to a database by inserting malicious inputs to the queries that change the logic, syntax or semantic of the legitimate query.






PROPOSED SYSTEM:
The proposed system have present a prototype implementation for their methodology which is applied on Java based Web application. It is based on the specification model that defines the syntactic structure of SQL statements that can be generated by the web application. In this technique the authors have presented new technique to provide protection against SQL injection attack. Introduce Syntactic and Semantic Analysis for Automated Testing against SQL Injection, for detecting SQL injection vulnerabilities in web applications during the development and debugging phases. Driver is a prevention methodology against SQL Injection attack. This technique based on the Idea of using database driver that between the web application and the database. The main work of this driver is that each SQL statements identify by using the query’s location and a stripped-down version of its content to create the signature of legal SQL statement by combining the stack trace, SQL query key words and the tables that the query is used.
ADVANTAGES:
· It has log files for recording the important information about types of attack that is detected and prevented from execution on a database, so that It can be useful for developers to improve their application performance.
· This system attempted to detect intrusions as soon as possible in the application level.




SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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