FRAUD DETECTION IN CREDIT CARD DATA USING UNSUPERVISED MACHINE LEARNING BASED SCHEME

ABSTRACT:
	Development of communication technologies and ecommerce has made the credit card as the most common technique of payment for both online and regular purchases. So, security in this system is highly expected to prevent fraud transactions. Fraud transactions in credit card data transaction are increasing each year. In this direction, researchers are also trying the novel techniques to detect and prevent such frauds. However, there is always a need of some techniques that should precisely and efficiently detect these frauds. This paper proposes a scheme for detecting frauds in credit card data which uses a Neural Network (NN) based unsupervised learning technique. Proposed method outperforms the existing approaches of Auto Encoder (AE), Local Outlier Factor (LOF), Isolation Forest (IF) and K-Means clustering. Proposed NN based fraud detection method performs with 99.87% accuracy whereas existing methods AE, IF, LOF and K Means gives 97℅, 98℅, 98℅ and 99.75℅ accuracy respectively.






EXISTING SYSTEM
Credit-card-based purchases can be categorized into two types. There are physical card and virtual card. In a physical-card based purchase, the cardholder presents his card physically to a merchant for making a payment. To carry out fraudulent transactions in this kind of purchase, an attacker has to steal the credit card. In the second kind of purchase, only some important information about a card (card number, expiration date, secure code) is required to make the payment. Such purchases are normally done on the Internet. To commit fraud in these types of purchases, a fraudster simply needs to know the card details. The existing schemes namely AE, IF, LOF, K-means are not able to meet the expected accuracy.

DISADANTAGES 
· The fraud is detected after the fraud is done that is the fraud is detected after the complaint of the card holder.
· Also, all the transaction is maintained in a log, we need to maintain a huge data.
· The system requires specifying the number of clusters (k) in advance. It cannot handle noisy data and outliers.





PROPOSED SYSTEM:
	The proposed work is focused on unsupervised learning approaches. It is noticed that Kmeans and NN are the algorithms which generally perform better than the other existing schemes. But this performance can be further improved. Therefore, Neural Network is used widely for fraud detection. The proposed work is compared with the existing schemes namely AE, IF, LOF, K-means. The unsupervised learning approaches are used for fraud detections. The idea of this method is to train the model using neural network methods with an enormous of some well-known samples then applies testing.

ADVANTAGE:
· The detection of the fraud use of the card is found much faster that the existing system.
· The system helps to find the most accurate detection using this technique.
· Neural Networks have the ability to learn by themselves and produce the output that is not limited to the input provided to them.






SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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