SCALABLE PRIVACY-PRESERVING DISTRIBUTED EXTREMELY RANDOMIZED TREES FOR STRUCTURED DATA WITH MULTIPLE COLLUDING PARTIES
ABSTRACT:
	Today, in many real-world applications of machine learning algorithms, the data is stored on multiple sources instead of at one central repository. In many such scenarios, due to privacy concerns and legal obligations, e.g., for medical data, and communication/computation overhead, for instance for large scale data, the raw data cannot be transferred to a center for analysis. Therefore, new machine learning approaches are proposed for learning from the distributed data in such settings. In this paper, we extend the distributed Extremely Randomized Trees (ERT) approach w.r.t. privacy and scalability. First, we extend distributed ERT to be resilient w.r.t. the number of colluding parties in a scalable fashion. Then, we extend the distributed ERT to improve its scalability without any major loss in classification performance. We refer to our proposed approach as Privacy-Preserving Distributed Extremely Randomized Trees with k colluding parties.







EXISTING SYSTEM:
Existing system on data mining over distributed platforms incorporate approaches based on cryptographic and secure multiparty computing techniques. However, such methods significantly increase communication and computing overhead, making them inefficient and impractical for many real-world scenarios, where we have large-scale data or limited communication and computing features. Perturbation-based and anonymization techniques, there is a trade-off between data utility and privacy, which make them impractical in certain scenarios.

DISADVANTAGES:
· The methods used significantly increase communication and computing overhead, making them inefficient.
· The privacy and data utility cannot be maintained by using the existing methods.








PROPOSED SYSTEM:
Proposed system uses the Extremely Randomized Trees (ERT) algorithm, which has a competitive performance for structured data, where we have independently meaningful attributes, compared to the existing state-of-the-art techniques, e.g., standard deep neural networks. We consider the ERT algorithm in the distributed setting to reduce the amount of raw data leaving a party and privacy concerns. We extend this distributed ERT framework in order to improve its scalability and privacy. It has the ability for efficient handling of large scale data and where only a subset of the parties participates in the process of learning. Our proposed framework offers the opportunity to make a trade-off among performance, privacy, and overhead.

ADVANTAGES:
· ERT algorithm provides a competitive performance for structured data and reduces the data leaking.
· ERT framework helps the system to improve its scalability, privacy and performance overhead.






SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	 	:    	Two or Three Button Mouse
· Monitor			:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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