ENHANCING SECURE DIGITAL COMMUNICATION MEDIA USING CRYPTOGRAPHIC STEGANOGRAPHY TECHNIQUES

ABSTRACT:
	Data hiding technique is the process of anti-computer forensic for making the data difficult to accessible. Steganography is merging texts, files, or other multimedia files within another text, files, or other multimedia files to reduce the visible attack and it is an approach of data hiding technique. Cryptography is changing the readable text to illegible information. This paper presents about secure communication media which is used in transferring text, multimedia or relevant digital file between sender and receiver securely. To have securing communication media, the media required to reduce the possible threats and vulnerabilities. Therefore, transferred media is main thing to consideration for having communication system firmly. Data hiding techniques are used to improve the security of communication media using salt encryption. This paper is proposed the methodology to develop the secure communication media using combination of cryptography and steganography techniques by describing experimental results from difference technical analysis.





EXISTING SYSTEM:
	Here the customer sending file information is stored in the encrypted format in database. Then the user can be decrypted to download the file from database, it is only possible for authorized user. There is no key for encryption and decryption which makes the system insecure. The previous system contains the older methods for encryption and decryption which can be easily attacked and information may be stolen. There is no Data Hiding in the previous system which makes the system more vulnerable to attackers.

DISADVANTAGES:
· The privacy and protection for the data is this system is worst compared to the proposed system.
· Data Hiding is not possible which makes the system more vulnerable to attackers.








PROPOSED SYSTEM:
Hiding the data behind image can be reduce the possible visual attack but if the attacker once knows this technique is applying to the transfer media, the attacker can have used analysis tool and retrieve the transferred message simply. For this problem, the cryptography mechanism will be employed with advanced encryption security (AES) encryption algorithm using symmetric key. Using these two techniques, the actual secret message cannot be obtained easily even if the attacker acquired message behind the cover image. The message will be existing as cipher text which was generated from the AES encryption algorithm with shared key. For the security purpose for the shared key, salt encryption and hashing algorithm will be applied to prevent from dictionary attack. SCrypt was created as hashing algorithm response to evolving attacks on BCrypt.

ADVANTAGES:
· It is implemented in both hardware and software; it is most robust security protocol.
· Salts create unique passwords even in the instance of two users choosing the same passwords. 
· Salts help us mitigate hash table attacks by forcing attackers to re-compute them using the salts for each user.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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