FRAMEWORK FOR SURVEILLANCE OF INSTANT MESSAGES IN INSTANT MESSENGERS AND SOCIAL NETWORKING SITES USING DATA MINING AND ONTOLOGY

 ABSTRACT:
 Innumerable terror and suspicious messages are sent through Instant Messengers (IM) and Social Networking Sites (SNS) which are untraced, leading to hindrance for network communications and cyber security. We propose a Framework that discover and predict such messages that are sent using IM or SNS like Facebook, Twitter, LinkedIn, and others. Further, these instant messages are put under surveillance that identifies the type of suspected cyber threat activity by culprit along with their personnel details. Framework is developed using Ontology based Information Extraction technique (OBIE), Association rule mining (ARM) a data mining technique with set of pre-defined  Knowledge-based rules (logical), for decision making process that are learned from domain experts and past learning experiences of suspicious dataset like GTD (Global Terrorist Database). The experimental results obtained will aid to take prompt decision for eradicating cyber-crimes.









EXISTING SYSTEM:

	The Instant Messengers and Social Networking Sites, which is difficult to trace their criminal activities dynamically. The E-crime department must be improvised with the development of technology to find criminals. Nowadays, it’s difficult to survive without IMS as users are addicted to. Trillions of messages are sent each day through emails and IMS. Popular IMS such as AOL, MSN, ICQ, Yahoo, Google Talk, Skype, Facebook, Twitter, and LinkedIn have changed the way of communication with friends, acquaintances, and business colleagues. Once limited to desktops, popular instant messaging systems are finding their way onto handheld devices and cell phones, allowing users to chat virtually from anywhere. The Social approach to detect malicious web content for Facebook, with security heuristics is limited to identify malicious URL links. Recently the Facebook static messages are scanned to identify criminal’s behavior. 


DISADVANTAGES:
            
· Recently the Facebook static messages are scanned to identify criminal’s behavior.
· It’s difficult to survive without IMS as users are addicted to.






PROPOSED SYSTEM:

	We propose a Framework that discover and predict such messages that are sent using IM or SNS like Facebook, Twitter, LinkedIn, and others. Further, these instant messages are put under surveillance that identifies the type of suspected cyber threat activity by culprit along with their personnel details. Framework is developed using Ontology based Information Extraction technique (OBIE), Association rule mining (ARM) a data mining technique with set of pre-defined Knowledge-based rules (logical), for decision making process that are learned from domain experts and past learning experiences of suspicious dataset like GTD (Global Terrorist Database). 


ADVANTAGES:

· Early detection of suspicious messages from instant messaging systems (Mobile Phone, IM and SNS) is possible with our proposed Framework to identify and predict the type of cyber threat activity and trace the criminal details.

· Framework to validate these instant messages sent are suspicious or not and steps for tracing the culprits.





SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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